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Abstract

model. The model and the analysis method must allow
to prove that assertions are verified with an acceptable
probability level.
Probabilistic validation tries t o use the fact that
"with a very low probability in a given period" is sometimes simpler to prove than "never". For the designer
or the user, a system is often sufficiently dependable
if undesirable events are never observed during an operational period. An operational validation method
tries t o prove that "bad events" will occur with a sufficiently low probability during a given period.
Several works are related to our approach. Some
authors try to relate simulation and proof [SI. Our
approach is also related to approximate solution of
stochastic models and in particular stochastic Petri
nets [9], [l]. Principles and methods able to evaluate complex user oriented goals, called performability
measures, of a system have been developed by Meyer
[12]. Maxemchuk presents a computation method for
protocol probabilistic validation [ll].
The principles of probabilistic validation are presented in [7]. Only basic principles are recalled in the
second section. The goal of this paper is to present the
techniques used to limit this scanning (classified in two
classes): qualitative techniques presented in section 3
and quantitative techniques defined in section 4. In
the last section a particular algorithm is presented.

Probabilistic validation is a new approach to deal
with large state transitions systems. The user's need
is to prove that, for a given period of operations, that
a given assertion on the reached states is true with a
sufficient level of probability.
The system t o be validated is modeled by a stochastic Petri net. T h e analysis relies on a partial exploration of the reachability set and tries to reach as
quickly as possible critical states (states in which the
assertion is not verified). An exact linear program solution allows t o "travel" through the graph. The main
goal of this paper is to present the principles of this
searching algorithm.
This method can be used in probability computations in two ways. The first one is related to acyclic
graphs. A breadth or a depth first search traversal
can be done without considering all the trajectories
but only those leading to critical states. The second
one is related to importance sampling simulation.
Keywords : safety critical systems, distributed systems, probability, simulation, stochastic Petri nets,
validation.
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Introduction

The validation of complex systems such as safetycritical or distributed systems is a fundamental goal
of dependable system design. It needs a formal model
(defined by a user) of the system behavior and a software tool able to prove assertioiis on this model.
Unfortunately exhaustive analysis of the transition systems state space is limited by the exponential
growth of the model complexity. Simulation of the
behavior does not give an indicator of the validation
level [3].
The aim of probabilistic validation [7)is to develop
a new approach based on a partial analysis of a system
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Time dependent validation

In state transition models or even temporal logic,
the time is expressed by ordering conditions between
events. Operations duration and frequencies are not
explicitly described.
I t has been formally proved that several determinis
tic distributed protocols do not, tolerate failures with-
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Probabilistic validation

acteristic vector of a sequence s is an integer vector
The j t h component of is equal to the number of
transition t j firings in the sequence s.
According to this definition we can write the firing
equation (or fundamental equation) of the net. For
any marking X , reached from XO : X, = Xo C.S.
It is important to notice that if a marking X, is
reachable from X O ,the linear system of equation in S:
X , - Xo = C.s has a positive integer solution. The
reverse is not true. As the firing conditions are not
taken into account in the firing equation, there are
possibly integer solutions of the firing equation that
do not correspond to firable sequences.

out an explicit use of operations duration (see for instance [ 5 ] ) . In practice, timers and clocks a.re basic
tools of dependable systems design. Hence models of
such systems must include a real time representation.
Several authors added to state transition systems
an explicit timing behavior [9]. This allows an exact
validation of systems under timing constraints but the
complexity of computations is often much greater than
in non timed models.
Moreover numerous operation durations are not
known deterministically. Hence, the timed behavior
of the transition systems must be stochastically defined.
Stochastic Petri nets are a good tool for this kind
of modeling. Petri nets allow to describe a system at
a high level concurrency, synchronization and parallelism. The property to be verified can be expressed as
an assertion on the rea.ched markings (state assertion)
or on the t,ransitions firing sequences (trajectory assertion). The property can be expressed using temporal
logic operators. The stochastic timing introduces naturally the random duration of phenomena involved in
the model behavior.

2.2
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2.2.2 Markov stochastic Petri nets
A stochastic Petri net is first and foremost a timed
Petri net. According to a set of hypothesis for the
timed behavior, it is possible to build the trajectory
space of the timed net i.e. the set SZ of the trajectories w defined by the infinite sequence of COUples (X,(W>,T,(W))where X,(w) is the nlh marking
reached from Xo(w) = MO and m ( w ) is the date of
arrival in the marking from ~ ( w=)0 ).
Informally a stochastic Petri net (SPN) is a timed
Petri net with a random timed behavior. A study of
the general definition of SPY can be found in [6].
In this paper we consider the class of stochastic
Petri nets such that the markings at time t constitute an homogeneous Markov process with continuous
time. This is the case if the probability t80fire a transition t, between t and t dt in any marking Mi is
equal to X , , ~ , . d t o ( d t ) . The real positive number
X,,M, is called the firing rate of the transition t j in the
marking Mi.
The probability of firing a transition t j from a
marking M8 is equal to:

Stochastic Petri nets

The concepts and t.he notation used in this paper
are detailed in [GI. We just recall in this section some
important aspects.

2.2.1 Petri nets
In this paper the underlying Petri net is a placet.ra.nsition net [13]. It is denoted R ( P , T , V ) where P
is the set of places (with cardinal IPI ), T is the set of
transitions (with cardinal IT1 ), V is the set of valued
arcs between pla.ces a.nd transitions. The incidence
matrices define the valuation of each arc. The backward incidence matrix (relations between places and
transitions) is denoted C-. The incidence m a h i s is
denoted C. We denote the jth column of an incidence
matrix (for instance C - ) C - ( . , j ) .
Let A40 be the initial marking of the Petri net. The
behavior of the net is defined by:
Condition : a transition tj is firable from a marking
Mi if Mi >_ C - ( . , j ) .
Action : the firing of tj from Mi leads to a new
ma.rking A4k suth that Mk = Mi C ( . , j ) .
We denote by Sk the set of the firable transitions
in Mk Sk = { t j : C - ( . , j ) 5 M k }
Let s = ( t j l ,t j , , . . . , t j n ) a sequence of tmnsitions
fired from a ma.rking X O and XI, X 2 , . . . , X , the sequence of successive rea.ched markings in s. The char-
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Probabilistic validation principles

For a system modeled using a stochastic Petri net,
the main goal is to prove that a given property is satisfied. The property can be defined by an assertion on
the marking or state space and more generally on the
trajectory space.
An assertion on the state space is defined as a
boolean function g on the markings of the reachability
graph. For example g ( M ) = (M(P1)2 1) may represent that at least one equipment is always available.

+
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An assertion on the trajectory space expresses that
a boolean functions is true on a sequence of visited
states. For example, let us consider the following
proposition : a system is working correctly if a given
resource periodically becomes available. This property is true when in a stochastic Petri net model a
given place P1 is periodically marked, that is to say
g ( M ) = ( M ( P 1 )2 1) is true infinitely often.
In this paper we consider assertions on the state
space (not on the trajectory space). The exact validation of an assertion on the state space is to prove
that a property is true for all reachable marking on all
trajectory. If X , ( P l , w ) denotes the marking of the
place P 1 in the X , marking of the trajectory w we get
for the previous assertion example:
V w , V n , : X,(Pl,w)

A system which is submitted to a formal validation
procedure is supposed t o be correctly designed. An
incorrect behavior is a very rare event. If such an
event may be observed, it is generally the consequence
of a complex operations sequence, which is out of the
standard behavior of the system. Moreover it is often
verified that a very small number of system behaviors
covers most of the operational situations. This remark
leads to design the validation algorithms t o be efficient
for models such that all state is a successful state (a
state such that the assertion is true) or the state space
includes a small number of fa.iled states ( a state such
that the assertion is false).
Three classes of traversal strategies of the graph are
considered. The two first strategies are mainly applied
when the trajectory space is finite. This property is
verified in tlie modeling of embedded non repairable
systems [I].

2 1

We can now state one of the fundamental differences between exact and probabilistic validation.
From a.n operational point of view it is sufficient that
the property remains true over the set of non null measure trajectories.

Prob(w

/

The first method visits t,he reachability graph in
a breadth first search traversal. For non repa.irable
systems, we have proved t1ia.t the reachability graph
can be generated by layers. The evaluation of the
graph and tlie parameters computation can be done
during the generation step without storing the whole
graph [l]. Nevertheless the number of layers and t8he
number of states in each layer to be kept can be very
large. So we need a method to define for each layer
the subset of the most interesting states to be kept.

V n , X , , ( P l , w ) 2 1) = 1

In probability theory the property is said to be almost sure. A property can be false and also almost
sure. A system may travel through sequences of states
so that a given property is not verified. For an exact
validation method the property is false. But if all the
trajectories built from this sequence have a null measure then the user can be confident in the system.
At la.st from a pra.ctica1 point of view it may be
sufficient that the property is true with a probability
greater than a given value 1 - E because it is generally
simpler to prove that an assertion is often true rather
t1ia.n it is always true. In this case we say that tlie
property is epsilon sure.
Prob{w / V n , X,(Pl,w) 2 1)

3
3.1
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The second method is associated with a depth first
search traversal of tlie graph. In this case the graph
generation is driven in order to reach as quickly as
possible tlie failed situations (steepest descent) [2].
The third inethod is the Monte-Carlo simulation.
In many cases the proba.bility of sequences leading to
critical states is very small. It has been observed that
simulation takes a large amount of computational time
to obtain significant figures of critical states probabilities. In order to reduce the simulation duration we
must increase the frequency of such sequences (importance sampling, varia.nce reduct.ion [4]). But in probabilistic validation tlie notion of critical event is not as
clear as in reliability analysis. The structural analysis
can help to choose tlie events the frequency of which
must be increased.

1-6

Qualitative techniques
Introduction

This section is devoted to the analysis of qualitative t.ec1iniques able to allow a partial scanning of a
la.rge state gra.ph in order to validate a state assertion. We are looking for a decision method a.ble to
direct. tlie tra.versa.1of a la,rge state graph, in order to
reach quickly an int,eresting class of states.

For one of tlie preceding traversa.1 Btrategies, a decision method must allow to select in each marking, among the different firable transitions, t,he ”best”
tra.nsition to fire in order to reach the failed states
subset. We call decision syst,em the set of equat,ions
the solution of which give t,he tlransitions to he fired.
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3.2

Decision system

When all equations are linear, the impossibility
problem is equivalent t o the search of a linear program feasible solution so the simplex method can be
applied.
In the linear programming problem an objective
function can be used to maximize the probability of
the visited path. A good heuristic, used in importance sampling simulation, is to minimize the length
of the path leading from MO to a failed state. When
the transition rates are all in the same order of magnitude, this strategy tends to generate paths by decreasing probabilities. Hence a possible objective function
is ?nin(Cj
Xj).
The algorithm tries to build in each marking a
firable sequence of transition such that its characteris
tic vector is equal to the opt(ima1solution of the linear
program. When a failed state is reached the sequence
is obtained, the traversal strategy defines the next
marking to try. If, in a marking it is impossible to fire
a transition in the support of the characteristic vector, a new linear program solution must be computed.
If this new linear program is impossible the generation of its consequent markings can be avoided The
probability of the current trajectory is added to the
probability of successful trajectories (trajectory qualitat,ive elimination).

The successful states are defined by a boo1ea.n function (for example g ( M ) = ( M ( P 1 ) > 0) = true) but
in this study we are mainly interested in searching
failed sta.tes so we assume that -g can be written in
a disjunctive form.

We denote by G i j ( M ) I 0 a boolean function of
the place marking and Gi(h1) 5 0 = A j ( G i j ( M ) I 0 )
the ith minterm of the disjunctive form ( Gi(A4) 5 0
is a set of simultaneous inequations G i j ( M ) 5 0. We
study sepa.rately each of these terms. The global result
is the union of the t,ransitions subsets obtained by the
separa.te analysis. In most cases G i j ( M ) are linear
functions. This assumption is needed below to decide
that a transition leads to a given subset of markings.
Let us consider a current reached marking A4k from
the initial marking M O . We denote by Rk any subset
of sk the set of firable transitions in Mk ( Rk is associated with the transitions not already fired in a given
traversal of the reachability graph). The method must
choose, among the set Rk,the subset of transitions
leading to the considered subset of markings (failed
sta.tes).
If a marking M such that G i ( M ) 5 0 is reachable
from A 4 k , there is a characteristic vector X 2 0 of a
firing sequence leading from Mk to M = Mk C.X 2
0. Hence we ha.ve the following decision system for
failed states:

4
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This section is devoted to t.he analysis of quantitative techniques able to direct t,he scanning of a large
state graph.
We consider acyclic Markov stochastic Petri net,s
models hence all traject,ories a,re f i d e and a trajectory
probability is defined by the product of the probability
to fire each transition in ea.ch visited marking.

Unfortuna.tely the existence of a. solution X for the
decision system 2 does not imply t,liat there is necessarily a firing sequence leading from A4k to M .

3.3

Probabilistic tecliniques

4.1

Classification of visited trajectories

In the scanning of a state gra.ph we reach markings
c,orrespondiiig to different, situat,ions according to the
probability evaluation of the assertion.
Failure p r o b a b i l i t y As soon as a failed marking
is reached, not only the probability of the current trajectory but more generally the probability of all ha.jectories including this marking must be a.dded to the
fa.ilure probability of the assert,ion. According t,o trhe
hypothesis there is no need to continue a further examination of the state graph.
Success p r o b a b i l i t y In an acyclic Markov
stochastic Petri net, all trajectories are finite. If the

Trajectory qualitative eliininat ion

If the decision system for failed states 2 is impossible, it is sure that there are no failed markings reachable from AI, ,start,ing by a transition in 'R+. Hence
the generation of these markings and their successors can be avoided. Moreover the generation can he
limit,ed to markings rea.chable from MO by sequences
which characteristic vectors are less or equal to all solution of the decision system. This approach can avoid
the scanning of a large number of markings.
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assertion is still verified at the end of a trajectory, its
probability must be added to the success proba.bility.
Assume that in a given marking Mk and for a given
subset of transitions Rk,the decision sytem has no
solution. If P ( M k ) denotes the probability of all trajectories leading to h f k then the success proba.bility is
increased by:

on the final result. The global uncertainty is a parameter 5 defined by a.n user. This parameter avoids the
omission of a too large part of the trajectory space.
This approach can be very useful to reduce the complexity of the traversal.

4.4

4.4.1

cording to a traversal strategy there are possibly some
pending markings. These markings are the current
end of trajectories that are not sufficiently evaluated
to be classified as success or failure.

Stopping criteria

There are different possibilities to termina.te the
scanning before the evaluation of all trajectories.
The most interesting approach is to use a parameter defined by an user (1 - E ) as the required level of
truthfulness. At the end of the computation, we must
be able t,o conclude t1ia.t the probability for y t.0 be
true is greater than (1 - E ) .
We denote in the validation tool, IIl the success
probability, 112 the failure probability, (1 - IIl - II2)
the non visited trajectories probability. The explora.tion is performed until either II1 > (1 - E ) the property is E sure or II2 > E the property is E false.

4.3

General considerations

From the previous principles numerous algorithmic
methods can be derived. A method can rely either on
simulation or on analytical evaluation. In both cases
the linear programming elimination method may be
used. Analytical evaluation may be done computing
each trajectory probability. Using a stored subgraph
this evaluation may be done computing the probability to reach each marking (as in [l]). At last a depth
first search or a breadth first search of the graph can
be performed.
An optimal method for all possible models is out, of
sight. As a matter of fact a method efficiency depends
on its ability to take into account several characteristics of the model: lack or existence of failed states,
dynamics of firing rates, st,rongly or weakly synchronized systems.
The experimental analysis of different algorithms is
a difficult task. Several arbitrations between all these
possibilities must be performed. The corresponding
algorithms must be implement,ed and the different, solutions must be compared from several selected examples.
In the following section we present an algorithm
designed to obtain an accurate evaluation for systems
that either include no critical states or include a small
number of failed sates.

Probability of non classified trajectories Ac-

4.2

An acyclic stochastic Petri nets probabilistic validation algorithm

Probabilistic rules to direct the traversal of a graph

In this section we define the probabilistic rules
which can be applied when the qualitative analysis
does not define precisely the transition to fire in a
given marking.
The first simple idea is to select among the selected
transitions in a given marking the one with the maximum firing rate. As the probability to fire a transition
in a given marking is equal to the product of the transition rate by the state mean sojourn time, this leads
to maximize locally the path probability.
The second idea is called probabilistic elimination.
At a given step of the graph traversal, there are non
classified trajectory left for a future evaluation. If the
probability of such a trajectory is sufficiently small we
can decide to stop its evaluation. The corresponding
pending marking is discarded but the probability of
this trajectory must. be considered as an uncertainty

4.4.2

Principles of a depth first search partial
traversal algorithm

This method uses a depth first search traversal of the
reachability graph in order to obtain an analytical
solution. In such a traversal only trajectories corresponding to a given solution of the decision system are
stored. It builts integer solutions of the decision syst,em, by increasing pa.ths length, and the corresponding sequences until either there are no more solut,ions
or a probabilistic stopping criterion is reached.
Starting from the initial marking and the minimal
integer solution X ( O ) , the reachability set of all solutions having X ( 0 ) as characterist,ic vector. Each time
a. fa.iled state is reached the probability of failure is
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increased. Then all reached markings are added to a
list and for each of these markings transitions already
fired are forbidden. For each stored marking Mk a
new solution is computed using Mk as initial marking
and the remaining enabled transitions as Rk.
If the decision system have no solution the success
probability is increased. Then the marking A4k corresponding to the minimal path solution X ( n ) is chosen
as a new initial marking with X ( n ) as characteristic
vector.
This algorit,hm has been implemented and experimented on several test cases. The first results show
that when a model has no failed states the algorithm
stops immediately. Such a result can be easily explained for toy models (an example of this type is the
correct version of the railroad crossing [lo]). But we
have also verified this property for practical examples
(a simple R P C protocol and an election protocol). For
models with a few number of failed states reachable by
a few number of sequences the algorithm is very efficient. An assertion on an example with 3000 markings
can be proved visiting 4 markings and one trajectory.
Two main points still have to be checked. The first
one is the efficiency of the probabilistic stopping crit.eria. But the main problem is to characterize models
able to be efficiently solved by the algorithm. Our experimentations are now related to the validation of a
complex RPC protocol and a control system for the
brakes in a train.
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