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Abstract
There is a high interest on context-aware computing expressed by the pervasive computing corninunit)! which considers context as a key to design more adaptive applications.
Due to this interest, a huge amount of contributions have
been made in the $eld as we can notice from the increasing amount of publications on context and context-aware
computing, However; the user interested in integrating conte.rt in its specijic application will rapidljifind himself in a
jungle of various tools and techniques. This paper aims at
structuring this infomation by providing a survey on the
main context-aware categorization, acquisition and modeling techniques. "Main" refers to the most promising techniques in terms of their genericity in a way that they can
be used in various application domains. This work tends to
provide a guide for the pervasive computing community in
order to select the best technique to use in a speciJc application or -more interesting- to justifj, the development of a
new one.

1. Introduction
Heterogeneity is an intrinsic characteristic of pervasive
environments. The plug and play facility provided for such
environments allows clients from different locations to access remote services by the mean of various devices. These
devices have different functionalities and do not necessary
implement all the standards used by the requested service
such as communication protocols, discovery mechanisms
and so one. Pervasive environments are then designed in a
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way that facilitates adaptability and run-time reconfiguration. Adaptability is guided by a set of information about
the current state of the environment, or formally "context".
Due to the great interest of the pervasive community in
context and context-aware computing, many techniques
and works have been proposed. Some of them deal with
the integration of context in existing pervasive systems;
others deal with context acquisition, etc. But most of
these contributions cope with a specific application and
no generic tools are actually achieved. As a result, a user
wishing to add context-aware functionality to its pervasive
application will face a huge amount of alternatives and
techniques which makes selecting the most useful one a
cumbersome task. This paper is thus intended to surveys
the context-aware computing field including the main
acquisition and modeling techniques. The aim of this study
is to provide the pervasive computing community with a
detailed view of the current state of the art.
The paper begins by a set of definitions of context (Section 2). Section 3 highlights the importance of context for
pervasive systems with a definition of context-aware computing. Section 4 discusses context categorization. Context acquisition is presented in Section 5. Context modeling techniques are detailed in Section 6 . Section 7 concludes this paper with a summary of elements drawn from
the context-aware computing area.

2. What is Context?
Context has an intuitive connotation in human reasoning. It generally refers to what surrounds the center of in-
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terest, provides additional sources of information ”where,
who, what” and increases understanding. Work on context
has a long history in literature, philosophy, artificial intelligence, and linguistics. But, due to its intuitive connotation,
the term ”context” remains a general word with a vague
meaning. Because it is heavily used in different domains,
context enjoys multiple definitions. In the following, we try
to capture the meaning of context by presenting the main
ones.

2.1. Definitions of Context
The first step in studying context-aware computing
is to define its main component; ”context”. Since the
earlier, until the most recent conferences and workshops
on context [ l l ] , [9], [8] have focused on this question,
without yet a much agreement. There are a great many
different conceptions and uses of the term ”context”. With
the aim of working out a concrete definition, we begin by
presenting the general dictionary definition and continue
with a selection of definitions proposed in the engineering
field in a chronological order.
According to the Merriam-Webster dictionary [4], the
term ’context’ usually has two primary meanings.

1. the parts of a discourse that surround a word or passage
and can throw light on its meaning.
2. the interrelated conditions in which something exists
or occurs.
The first meaning is closely related to linguistics and is
the most used definition, whereas, the second meaning
is more generic. Other synonyms of the word exist as:
circumstances, situation, conditions, position, posture,
attitude, surroundings, and environment [7].
From an engineering perspective, many definitions have
been proposed and are included between the two sides’
definitions above.
The term context-aware computing was first introduced
by Shilit and Theimer in [34], where they refer to context
as:

Definition 1: the location of use, the collection of
nearby people and objects, as well as the changes to those
objects over time.
A similar definition is given by Brown et al in [ 131:

Definition 2: We define context to be any information
that can be used to characterize the situation on an entity,

where an entity can be a person, place, or physical computational object.
Br6zillon and Pomerol [ 121 define context as:

Definition 3: all the knowledge that constrains a
problem solving at a given step without intervening in it
explicitly.
Dey in
states:

[I91 proposes a more generic definition that

Definition 4: Context is any information that can be
used to characterize the situation of an entity. An entity
is a person, or object that is considered relevant to the
interaction between a user and an application, including the
user and the application themselves.
Dey’s definition includes both explicit input.(as information explicitly provided by a user via a user interface)
and implicit input that needs a computation process before
effective use (as information about the state of a local
network by drawing up the number of connected users).
Despite some similarities between the proposed definitions, one can imagine how difficult it is to find a common
ground. These definitions are far away from a mathematical precision, and strongly rely on the authors’ research field
and focus.

3 The Importance of Context
Context has been considered in different fields of computer science, including natural language processing, machine learning, computer vision, decision support, information retrieval, pervasive computing and more recently computer security. By analogy to human reasoning, the goal behind considering context is to add adaptability and effective
decision making. In the following we highlight the main
works that have been considering context in the domains of
pervasive computing in general and security in these types
of environments in particular.

3.1. Context in pervasive computing
Due to its nature, pervasive computing is closely related
to context. The principal reason of this correlation comes
from the high heterogeneity and ubiquity of communicating
entities in these kinds of environments. These two aspects
require run-time adaptation of provided services and of
users’ devices depending on their location, role and task
at hand, where, adaptation is mainly dependent on the
situation of use or ”context”. As a consequence; it is very
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rare to actually find a conference or a journal call for paper
without context and context-aware computing as a topic of
interest.
Based on the work of Dey and Abowd [21] and Schilit
et al. 1351, Chalmers identifies five uses of contextual information in pervasive environments [141.
1. Contextual sensing - where the context is sensed and
information describing the current context, e.g. location, temperature, can be presented to the user.
2. To associate context with data, known as contextual
augmentation, e.g. records of objects surveyed can be
associated with location, meeting notes can be associated with people in the meeting and the place the meeting was held.

3. To enable contextual resource discovery, e.g., to cause
printing to be on the nearest printer.
4. Context triggered actions to trigger actions such as
loading map data for an area to be entered, or exchange
business cards [37].

5 . Contextual mediation - using context to modify a service. For instance to describe limits and preferences
over a large range of offered data, in order to display
the most appropriate parts. The request for the data
being mediated need not arise from the context.

3.2. Context in security for per-vasive environments
Considering context in security is a recent research direction. Most of the efforts are directed towards securing context-aware applications. Covington’s team explores
new access control models and security policies to secure both information and resources in an intelligent homeenvironment [ 151, [ 161, [ 171. Their framework makes
use of environment roles. In the same direction, Masone
[27] designed and implemented RDL (Role-Definition Language), a simple programming language to describe roles in
terms of context information. There have also been similar
initiatives in [39] and [29]. It is interesting to observe that
all previous work on combining security and context-aware
computing follow the same pattern: using contextual information to enrich the access control model in order to secure
context-aware applications with a focus on specific applications. However, the unique contextual elements considered
in this approach are collected through sensors (e.g. location by GPS), but other contextual elements as the user’s
preferences are not really considered. The second main observation is that security decisions follow an old-fashioned
rule-based formalism which does not consider systems and
networks dynamics.

This overview shows the broad use of context in different domains. The heterogeneity of these domains generates
different approaches for context categorization, acquisition
and modeling. These approaches are discussed in the following sections.

3.3. Context-aware computing
According to [20], it is commonly agreed that the first
research investigation of context-aware computing was the
Olivetti Active Badge system. The Active Badge was conceived, designed and prototyped between 1989 and 1992.
It is intended to provide direct location information of staff
members in a building for automatic telephone call routing. For this purpose each staff member wears a badge that
transmits periodical signals to a centralized location system providing information about his location. The largest
Active Badge system is actually at Cambridge University
Computer Laboratory, with more than 200 badges and 300
sensors used daily.
But the term context-aware computing was first introduced by Shilit et al in 1994 [34] as a software that ”adapts
according to its location of use, the collection of nearby people and objects, as well as the changes to those objects over
time”. Another definition given by Dey [20] states that ”A
system is context-aware if it uses context to provide relevant
information andlor services to the user, relevancy depends
on the user’s task”.
Now context awareness is a well established community
with conferences as ubiquitous computing, pervasive computing, etc.

4 Context Categorization
Contextual information can be classified differently according to two aspects. The first aspect refers to the application domain while the second depends on the point of view.
Schilit et al. in their anchor paper on context-aware computing applications [35]divides context into three categories:
user context (user’s profile, user’s location, social situation,
etc), computing context (network connectivity, communication costs, communication bandwidth) and physical context
(lighting, noise levels).
In the same perspective, but mainly focused on mobile
applications, [36]suggests four ”primary” types of context.
Namely, location, identity, time and activity. He claims that
many other types of contextual information may be deduced
from this primary set. For example, the user’s identity may
help determining user’s preferences, her e-mail address, and
her relationships with other people in the environment. Location can also be used to deduce what other people and
objects are in the surroundings and what activity is taking
place nearby.
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From a user’s point of view, Gwizdka [22] makes a
distinction between two types of context; internal and external. Internal context describes the state of the user and
may include the work context (e.g. current projects and
their status, status of to-dos, project team), personal events
(i.e. events experienced by the user), communication context (i.e. state of interpersonal email communication), and
emotional state of the user. External context describes the
state of the surrounding environment. It may include location, proximity to other objects (both people and devices),
and temporal context.
Deriving from their experience in designing and implementing location-based systems, and from a humancomputer interaction view, Petrelli et al. [3 11 distinguish
between two types of context; material and social. Material
context refers to location (in an office, at home, in a museum, etc). the device (desktop computer, handled device,
etc) or available infrastructure (networks, infrared, GPS).
Social context may include the user’s traits, interests, preferences, if he is alone, who the others are, etc.
Based on the previous review, it is clear that there is no
generic categorization of context. Relevant information differs from a domain to another and depends on the effective
use of this information. A concise set of contextual information is not achievable because whatever is the application,
there are always some information that needs to be included
while others has to be neglected. This process is performed
throughout the evolution of the application, and according
to the users’ feedback and the administrator’s observations.

5

Context Acquisition

Depending on the field of application, various ways have
been used to obtain context. In the following, and based
on our observations, we distinguish between three ways to
context acquisition.

Sewed context: this type of information is acquired
by the mean of physical or software sensors such as
temperature, pressure, lighting and noise level.

Derived context: this kind of contextual information
can be computed on the fly. The most illustrative examples are time and date.

Conte.rt explicitly provided: For example, user’s preferences when they are explicitly communicated by the
user to the requesting application.
Context acquisition from sensors is however not an easy
process. This situation is due to the following main reasons: information may be acquired from different sensors
and may require an additional step (interpretation) in order

to be useful to an application. Plus, contextual information may be dynamic in nature and these changes need to
be grabbed by the sensing infrastructure. Additionally, contextual information originates from heterogeneous and distributed sources and its corresponding sensing technology
is generally fixed to a specific one. This is a poor practice
from a software engineering point of view since it prevents
reuse of application code when the sensors change.
A set of architectures for acquiring sensed context can be
found in the literature. For instance, the Context And Location Aware Information Service (CALAIS) architecture
[28] relies on a uniform interface in order to hide the details of sensors from applications. This interface is based
on CORBA [SI. The Sulawesi framework [6] - aimed at
supporting user’s interaction with its wearable computer , relies on a set of GPS units in order to acquire context
information. But there is no support for context interpretation. Schmidt et al. in [38] propose a layered architecture for a context-aware system based on sensors. The
low-level data obtained from physical and logical sensors is
transformed into a set of cues that form the context using
real-time recognition software.

The most consequent attempt at developing a reusable
solution for context acquisition is the context toolkit [IS]
[2]. It is a generic Java framework that enables rapid prototyping of context-aware applications. The context toolkit
is inspired from GUI toolkits in the way they mediate between the application and the user. Mediation in the context toolkit is performed between the application and the
sensed information. It is realized by a set of abstract components (widgets, interpreters and aggregators) that support
the acquisition of context data from sensors and to process
it into high-level context information. A widget is a software component that provides access to context information
through a uniform interface. It hides the complexity of sensors and provides reusable building blocks for context sensing. Applications interested in specific context information
may subscribe to the corresponding widgets. The interpretation problem is solved by the mean of interpreters. An
interpreter is responsible for mapping between context representation and a useful form to be used by the requesting
application. For instance, an interpreter has the ability to
convert between GPS coordinates to a street location. An
additional software component is proposed; the aggregator.
An aggregator is responsible about the context of a particular entity (person, place or object) and obtains information
from multiple widgets. Dey in [20] reports a set of limitations of the context toolkit architecture. The main ones are
the non-support for continuous context, unreliable data and
context privacy.
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6 Context Modeling

<note>
<data name= " landuse " value= "pasture" / >
</note>
</require>
</context>

Context modeling is about providing a high level abstraction of context information. The diversity of contextual information and its use in diverse domains leads to different
ways for
'Ontext'
The
context models in various domains.

main

as object states: In a recent work of Henriksen et al. [23], the authors investigate
the modeling of context in pervasive systems. They propose
a set of modeling concepts based on an object-oriented approach. This model is intended to overcome existing issues
in previous models such as temporal aspects, context quality
and relationships amongst context information.

4. Object-oriented model;

Key-value pairs: One of the earliest works on modeling context is the contribution of Schilit, Theimer
and Welsh [36]. They propose the use of dynamic
environment servers to manage contextual information
for an environment (person, place or community).
Contextual information is modeled as key-value
pairs called environment variables and is used for
mobile application customization. Here is an example
environment variable; listing the names of occupants
of a room:
OCCUPANTS = adams:schilit:theimer:weiser:welch

Based on a context-aware communication example system,
Figure 1 explains the new modeling approach. In this approach, contextual information is built around a set of entities. Each entity represents a physical or a conceptual object
such as a person, device or communicationchannel. Entities'
properties such as the person's name and a device type are
representedby attributes. Entities link to their corresponding
attributes by the mean of associations. There are many types
of associations (static, derived, temporal, etc). Each type
models one of the requirements established so far such as:
temporal aspects, context quality and relationships amongst
contextual information (refer to [23] for the graphical representation of each association type).

Web-based descriptions: The Cooltown project [24]
considers that everything has a web presence; people,
places, and things. This vision allows these entities to
participate in web services in order to become more
personalized, more spontaneous, and more responsive
to the wide variety of contexts in which people live
their lives [3]. The project relies on a web-based context model in which each entity (person, place or thing)
has a corresponding description that can be retrieved
via a URL [23]. Entity descriptions are included in
unstructured web pages, intended more to be used by
human rather than applications.

Henriksen's model does not handle yet contextual information distribution in a pervasive environmentand does not address yet privacy issues of context. But, these two issues are
actually under consideration.
5 . Contextual graphs: A contextual graph [lo] (CxG for short
hereafter) allows a context-based representation of a given
problem solving for operational processes by taking into account the working environment. Contextual graphs have
been initially designed for an application for incident solving on a subway line. In order to solve an incident, the operator applies a set of curative actions called by the authors
a practice. There are different practices for a given incident depending on the context in which the incident must be
solved. CxGs support incremental acquisition of new practices, while, the initial structure of a CxG (its skeleton) is
defined by the procedure that is established by the company
for the problem solving. CxGs are now the object of studies
by their own.

ConteXtML: In [30], the author proposes an architecture known as Stick-e Note. The role of the latter
is to make it possible to easily allow applications to
adapt their user interfaces based on the current context.
Stick-e Note relies on ConteXtML in order to model
contextual information. ConteXtML is an XML-based
protocol used as a standard format to exchange contextual information between a server and a mobile user.
The following is an example cited in [33]. ConteXtML messages are grouped within a <context>
tag or element. For instance, the following might be
sent by a client to indicate its current location (the
<spatial> element) and that it requires notes containing a data item called "landuse" with the value
"pasture" (the <require> element).

Contextual graphs elements: A contextual graph is the representation of the set of practices to perform in order to solve
a given problem. A path, from the input to the output of the
contextual graph represents a practice with the contextual elements explicitly considered.

A contextual graph is an acyclic graph with a unique input,
a unique output, and a serie-parallel organization of nodes
connected by oriented arcs. A node can be an action (square
boxes in Figure 2), a contextual node (large circles) or a
recombination node (small black circles), sub-graphs and
parallel grouping.

icontext session="123" action="update">
<spatia1 pro j = " UTM " zone= 33
datum="Euro 1950 (mean)" >
<point x= 2 81993 " y= " 4 6 8 6790 " z= " 2 05 " / >>
</spatial>
<require>
'I

I'
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Figure 1. Graphical notation of Henriksen et al. modeling approach [23]

Figure 2. An example contextual graph
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Actions and activities: an action is a basic executable
method defined as being so by the person that solves the
problem. The same action may be considered as a complex
activity by another person in another context. Thus, actions
are defined from a given point of view. An action is
represented by Ai.
An activity is a complex action represented by a sub-graph
with a unique input and a unique output. Activities are
identified as recurring structures appearing in different
graphs. Macro-actions represented in the CxG by MAi are
special cases of activities reduced to a simple sequence of
actions.
Contextual nodes: A contextual node is a decision
node that directs the process throw one path among the
set of all possibilities. A contextual node corresponds to
the explicit instantiation of the contextual element. It is
represented by Cn. For each contextual node Cn, a set of
branches emerges. The branches are exclusive (one goes
from the input to the output by only one of the n branches).
The instances of the contextual elements are introduced in
the contextual graph when needed, i.e. when a new practice
is added in the contextual graph.

Figure 3. Three types of context
contextual knowledge, proceduralized context and external
knowledge. To illustrate the three types of context, we consider a decision making process, whose actions to activate
depend on a set of contextual information. The process
is modeled using contextual graphs. Thus, contextual
knowledge is a subset of context that directly intervenes
in the decision making process. Moreover, only a subset
of the contextual knowledge is used at a given step in the
decision making process, this is known as proceduralized
context. The remaining subset which includes information
which is not relevant to the situation is called external
knowledge. Consider the example presented in Figure 2,
and more specifically the path with the action A3. The
context of the contextual graph represented in Figure 2 is
given by the elements C1, C2, C3, C4, C5, C6, C7. All that
is not represented in the contextual graph is called external
knowledge (i.e. knowledge in other contextual graphs in the
database or not in the database). The context of an action
(e.g. A3) is composed of two parts: the contextual elements
used on the path from the input to the action and the other
elements. On the path, some of the contextual elements has a
value that intervenes in the practice (Cl with the value C1.l,
C2 with the value C2.0 and C3 with the value C3.1) and
others not (the value of C4 does not matter). The first ones
intervene in an ordered way and is called the proceduralized
context. The second one is the set of elements called the
contextual knowledge. Thus, the context of the action A3 is
defined by:

Recombination nodes: Upon instantiation of a contextual element, the natural behavior of the person that
solves the problem is to comeback to a normal state (by
eliminating the causes of the problem and corning back to
a stable state of the system). Additionally, some contextual
elements may change during a small period of time.
Recombination nodes allow representing the convergence of
the different strategies. A recombination is thus introduced
as soon as the action sequences become again identical on
the two paths.
Contextual and recombination nodes exist by pairs (Cj,
Rj). They give to contextual graphs a general structure
of spindles or series of spindles, with a divergence of
branches at contextual nodes initiated by a diagnosis and a
convergence at recombination nodes, thanks to actions or
activities performed.
Sub-graphs: A sub-graph is itself a contextual graph
with one input and one output. A sub-graph encapsulates a
local reasoning (a diagnosis/action structure) corresponding
to intermediate goals. If a sub-graph is on a branch of a
(Cj,Rj) pair, then it contains at most all the items on the
branch. The same rules apply for the relationships between
a sub-graph and a parallel action grouping.

The proceduralized context C1 with the value C1.l, C2
with the value C2.0, and C3 with the value C3.1.

Parallel action grouping: A parallel action grouping
represents a set of m steps of the problem solving (actions
or activities) that can be realized in parallel or in any order
but all must be accomplished before to continue. They are
illustrated in Figure 2 in thick mowed lines.

The contextual knowledge C4, C5, C6 and C7.

The tliree types of context in contextual graphs: Since
the set of contextual information is too big, Brezillon and
Pomerol distinguish three types of context [32], namely,

Figure 3 illustrates the containment relationships between
the three types of context.

Note that the proceduralized context is an ordered sequence
of contextual-knowledge pieces considered through their
instantiations: (Cl, C1.1), (C2, C2.0), (C3, (3.1).
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Figure 4. Contextual graphs-based security policy

the new practice differs by few changes (an action instead of
an existing one, the addition or lack of an action). Then, the
CxG system enters a phase of acquisition of the new practice
from the operator. The practice acquisition concerns the new
action to integrate and the contextual element that discriminates that action with the previous one. The integration of the
new practice requires either the addition of a new branch on
an existing contextual node (just before the diverging part of
the practice), or the introduction of a new contextual node to
distinguish the alternatives. In all the alternatives, the piece
of contextual knowledge to add must be instantiated. The
phase of incremental acquisition of practices relies on interaction with operators in order to acquire operators’ expertise,
which consists of a context-based strategy and its evolution
along the process of the problem solving. Concretely, the operator shows the system which path is concerned by the new
practice, and makes the wished changes among the actions in
the practice. Then, the system interacts with the user to check
the novelty of the practice provided by the user. When a discrepancy is encountered at a step of the sequence of actions,
the system asks for the difference of contexts (the name of
the contextual node and the two different values of the contextual elements) between the previous action and the action
to introduce, and where to put the recombination node. The
contextual element that is added, generally comes from the
external knowledge. The reason is that the instantiation of
this contextual element was not relevant before, but is considered explicitly in the new practice. Thus, the movement
from the external knowledge to the contextual knowledge of
a contextual graph goes through its use in a proceduralized
context.

An example: Modeling context-based security policies with coritexhial graphs: As an illustrative example,

we use contextual graphs to model the context-based
security policy that manages security levels in a distributed
environment (Figure 4). In our case, the input corresponds
to the user entering into the environment. The output
corresponds to the user leaving the environment with no
security incidents on both the environment and the user
as long as the user is connected. In this example, a task
corresponds to calling a method on a resource. The user
wishing to access the resource first enters the distributed
system that allows him to specify its role. Depending on this
context (Cl), a specific authentication method is applied.
For an administrator user the cryptographic protocol that
will be set between the user application and the resource
application relies on the type of the requested operation. For
a guest user, an additional step is needed in order to know if
its corresponding activity must be logged or not depending
on the day of request (C2). As one can observe, for a guest
user, only two operations are allowed for him to perform on
the resource in contrast to the administrator. Not allowed
operations are not shown on the contextual graph. This is to
allow specifying only safe paths in order to perform a secure
action and is commonly known as closed security policy
”which is not explicitly permitted is denied”. According
to the user’s role, .the time, and the type of requested
operation, the contextual graph represents the decisions to
undertake according to the current context. These decisions
are security actions. These actions include authentication
methods (code authentication, username/password, etc),
cryptographic protocols and more specific operations as to
log user’s activity.
Practices acquisition in contextual graphs: Contextual
graphs have the capacity of evolving by accommodation and

assimilation of practices. An operator’s practice may differ
from a practice known by the CxG system because their contexts are slightly different and thus the operator has used a
different action at a step of the problem solving. Generally,

7

Conclusions

Having presenting the importance of context-awareness
in different computing domains, we observe that this
paradigm is not yet widely adopted. In our opinion, the first
reason is the lack of reusable architectures/mechanisms
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for context acquisition and storage. Most of existing
architectures are built in an ad hoc manner with the sole
desire to obtain a working system. As a consequence,
context acquisition is highly tied up with the remaining
infrastructure; the resulting systems are thus, difficult
to adapt and to reuse. Historical values of contexts are
generally left to the consuming applications and do not
benefit from a separate infrastructure. The second point is
the difficulty to predict the relevant contextual information
that may be considered in the system. Even if this process
mainly depends on human intelligence and experience,
most existing systems do not allow easy inclusion of new
contexts. The latter may be discovered based on users’
feedback, or on the systems administrators’ observations.
Scalability of context-aware applications is a supplemental
problem rarely addressed. We suggest that the main reason
is that most proposed solutions are at the prototype stage
and thus, not care yet about the number of users. Additionally, unambiguous or missing contextual information
is rarely addressed. Another main issue in context-aware
computing is context privacy, in about all reviewed works;
privacy is always left to future improvements of the system.

context gathering, management and modeling. Also, this
work allows us to compare available modeling techniques in
order to select the most suitable one for modeling contextbased security policies. We refer the interested reader to the
following references [25] and [26].

Additionally, many of the works in context-aware
computing focus only on one aspect, either context sensing
or context modeling. It is far from finding a framework that
gets together these two aspects. As a consequence, there
is a need for a generic context-based framework which
can support the needs discussed earlier for context-aware
applications.

ternational and Interdisciplinary Corlference on Modeling
arid Using Context (CONTEXT’OI), Springer Verlag, Lec-

In this paper we presented the main aspects of
context-aware computing including context categorization,
acquisition and modeling. The current work is based on
the most recent contributions in the field and provides a
structured guide for the pervasive computing community in
order to evaluate the best technique to adopt in a specific
application. We concentrate on the most generic techniques
even if a standard framework is not actually achieved as
mentioned earlier.
Even if it is out of scope of this paper, it is worth mentioning that this work constitutes the investigation part of
the CoDiS project. CoDiS stands for Context-Based security for Distributed Systems (see CoDiS website [I]). The
project is a collaborative work between the two universities of Fribourg, Switzerland and Paris VI, France. It aims
at providing a generic infrastructure for managing contextbased security in pervasive environments. Security is not
limited to access control but may be extended to include
intrusion detection systems or to determine which security
level to apply. The conclusions we have drawn from this
study drive us to build our own framework from scratch, for
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