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Abstract

sion by the user no personal information is shared
within the network. Due to the potentials to protect
citizens’ rights, the European Commission (EC) shares
the opinion of privacy professionals and plans to oblige
platform providers to implement Privacy by Default to
their systems [9]. As part of the European Union legislation process the draft law also passed the European
Parliament end of 2013 and is currently discussed in
the Council of Ministers [10].
Contrary to that, the concrete and very basic conflict of interest we shall emphasize here is constituted
by platform providers who assume that their welfare
will be maximized when defaults of privacy settings
are unregulated and free to decide by providers [8].
They argue that their business success is highly depending on users’ participation, especially by sharing
personal information. By regulating the default of privacy settings on SNS, providers expect that the status
quo bias will lead to less shared personal information
and as a consequence to less user participation [15].
Therefore, SNS providers fear threats for the functionality of the platform and their business models.
The legal debate often refers to this potential conflict of interest as a trade-off relation between the citizen rights to be protected against any privacy threats
and the providers’ rights to access any market within
legal constraints. However, we address this conflict as
a simple welfare maximization problem over two
agents (users and providers). This raises several questions whether and how to regulate the SNS market to
provide optimal results by default settings for users and
providers at the same time. In general debates about
social engineering it is often assumed that one effective
tool to regulate markets optimally is given by regulating default settings [21].
In order to shed some light on all of the above empirical assumptions, we tested whether subjects are
prone to a status-quo-bias [11, 27] or an anchoring
effect [17] in their configuration of privacy settings.
The goal of this paper is twofold. Firstly we provide
empirical insights that confirm that people are affected
by these effects that cause a conflict of interest between users and provider, but secondly and surprising-

Based on actual experimental findings, we present
a new line of argumentation about the chances, risks
and effects of a Privacy by Default regulation for users
and providers of Social Network Sites (SNS). We describe three important factors that have an impact on
the utility provided by SNS and measure their change
through opposing status quo. On empirical grounds,
the results challenge the widely accepted assumption
that restrictive default privacy settings cause overly
negative consequences for providers.

1. Introduction
It is easy to see that any regulation regarding the
privacy defaults on Social Network Sites (SNS) has
large impact on welfare of users and providers. Users’
welfare partially depends on their behavior on SNS and
we assume that it is driven by two major concerns, the
demand to share personal information to fulfill certain
needs (e.g. gaining social capital, relations maintenance, lower feelings of loneliness) [2] and demand to
stay secure against misuse and misinterpretation [5].
Accordingly, some users (or their representatives,
e.g. the European Commission) value privacy and data
protection as important assets. Earlier findings show
that users underestimate potential risks [7]. Privacyfriendly services are often perceived as too complex
and need more work than users expected. Therefore
users welcome concepts for more user-friendly privacy
concepts, but still do not see the need to protect their
personal information [26]. Due to that, regulators and
privacy professionals see the need to support users in
protecting their privacy and assume that their welfare
will be maximized when default settings are regulated
by a Privacy by Default rule and not free to the providers’ choice. Therefore, they propose Privacy by Default
as powerful concept to reduce the risk of privacy violations [18]. Privacy by Default requires platform providers to preselect the most restrictive option as default
for all privacy settings that manage the revelation of
personal information [3]. Without a purposeful deci1530-1605/15 $31.00 © 2015 IEEE
DOI 10.1109/HICSS.2015.211
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ly that the reasonable net effects on providers are much
smaller than they assume. We would rather emphasize
that a suggested Privacy by Default regulation improves different long-term interests of users and providers. A Privacy by Default regulation prevents potential damage for the citizens, but will neither hamper
citizens from sharing data on SNS to fulfill their needs
nor have much impact on the supply side. Our experimental results substantiate this through a clarification,
whether and how users are prone to the default settings. Simultaneously, they indicate the expected impact on long-term chances and risks for providers of
SNS.
The paper is organized as follows: In Section 2 we
suggest three major factors that have an impact on providers’ utility and should be taken into account. We
designed two experiments, presented in Section 3 that
measure the influence of privacy by default on two of
the previous suggested factors. Here we present the
effect and the estimated direction of a change in the
default privacy settings. In Section 4 we discuss the
implications on the question for legal regulation. Section 5 draws one important conclusion.

within the SNS. Shared personal information includes
all information published by users (e.g. profile).
The third factor (u) refers to the total number of users actively participating on the platform by receiving
and sending information. This number is not only depending on the popularity of the platform but also on
users’ satisfaction [15]. Assuming that all users are
similar in their number of addressees and the quantity
of shared personal information, we take the average of
those two factors as basis for the multiplication with
the total number of users to calculate the overall exchange of personal information.
To assess the overall effect of Privacy by Default
on the utility of SNS providers in form of the exchange
of personal information, the effect on each factor needs
to be analyzed individually. The next section describes
the operationalization of the factors and shows the results of empirical test measuring the impact of Privacy
by Default.

3. Main results
Two experiments were conducted to collect empirical data about the effect of Privacy by Default on the
number of addressees [22, 23] and quantity [25] of
personal information on SNS. The process of the data
collection as well as the main results are described in
the following in more detail.

2. Factors of information exchange
SNS providers (e.g. Facebook) mainly create revenue out of targeted advertisement and successful marketing campaigns [4]. Those activities require the provision of personal information and high communication among the users. The objective of SNS providers
is to increase their revenue and to build sustainable
platforms. Therefore, SNS providers are encouraged to
boost network expansion, activity and connectivity
between users to increase their utility. Consequently,
business success of SNS is crucially depending on a
high exchange of personal information and messages
within the network [15]. We assume that the overall
exchange of personal information between users on
SNS is based upon three relevant factors: Numbers of
addressees, quantity of shared personal information,
and total number of SNS members.
The first factor (a) comprises the number of addressees that are reached by a user with her/his shared personal information. In most SNS nowadays, providers
try to maximize the number of addressees by implementing default settings that allow a higher number of
users in the network to access the uploaded personal
information. Hence, due to more restrictive privacy
settings users can limit the access to their personal information to the number of connected peers in the network or even less.
The second factor (q) concerns the quantity of
shared personal information. This takes into account
how often a user decides to share personal information

3.1 Addressees
On the common SNS (e.g. Facebook) users are able
to decide who is allowed to access their personal information, to see their status updates, etc. The options
range between granting access to the whole community
or nobody. Based on the selected option the number of
addressees varies.
Thus, to identify whether Privacy by Default makes
a difference in the number of addressees we run a
study to figure out whether users with restrictive default privacy settings configure their privacy settings
differently considering the access rights from users
with permissive privacy settings [23]. The 391 participants (students with the average age of 24) were randomly assigned to one out of two groups based on the
two experimental conditions. The first group had restrictive default privacy settings (Only me) and the
second had permissive default privacy settings (Everyone). For the data-collection a privacy interface prototype for SNS was developed and used comprising 14
different default privacy settings with preselected default options based on the experimental conditions.
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the case of restrictive default privacy settings, because
the size of the deviation from the default was smaller
in the group with restrictive default privacy settings
than its permissive control group.
Literature shows that the style of the interface could
also influence the configuration of settings [12, 19, 20].
Therefore, we run an extended treatment to analyze the
influence of interface styles besides the influence of
different default settings to identify potential bias by
the interface. In this extended treatment we tested the
two conditions of the default settings with two different types of interfaces. The first interface style displays
all privacy settings in a list one below the other. The
second style comprises out of multiple pages where the
privacy settings are grouped by topic. Results show
that in the case of the interface with multiple pages,
privacy settings on other pages than the page displayed
first, have much less been changed from the default
option. Participants with this interface style are more
biased by the status quo. Figure 2 shows this based on
the average value of the selected privacy options. Privacy settings of section Profile Information had been
displayed first. Here the lines of groups with the same
default options (same color) are very close to each other. For sections Status Updates and Media in the case
of the menu interface style (dotted lines), the selected
options are closer to the default option compared to the
list interface style (solid line).

Figure 1. Aggregated distribution on selected
privacy options
Results show that the two experimental groups significantly differ in their configuration behavior [23].
The restrictiveness of the preselected privacy options
has an influence on the configuration of all 14 analyzed
privacy settings. Figure 1 displays the aggregated distribution of the selected privacy options based on all
analyzed privacy settings. This highlights that participants of the group having restrictive privacy settings
were nearly two times more often keeping the default
settings. However, this might be explained by the status quo bias. Further, the anchoring effect is higher in

Figure 2. Selected privacy options based on the default settings and the interface style
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The study allows analyzing a change in users’ perception of the benefits and costs of self-disclosure on
SNS by making them aware of restrictive default privacy settings. Based on repeated measurement in a
pretest-posttest experimental design, the perceived
benefits and costs had been measured before and after
a period of four weeks using the SNS Facebook by
being aware of having restrictive default privacy settings.
Interestingly and opposed to the standard assumptions mentioned in the introduction, the results show
(cf. Figure 3) that privacy by default settings have no
significant impact on enjoyment and self-presentation,
but do have a significant positive impact on the relationship maintenance, so that users perceive a higher
possibility to better maintain their relationship even
though in general less personal information is available
by default. Additionally, there is a significant negative
impact on privacy concerns and perceived damage, so
that participants have less privacy concerns and perceive less damage of a potential privacy violation.
Consequently, restrictive default privacy settings
decrease the privacy costs and increase the benefits of
revealing personal information on SNS. Even though
restrictive privacy will cause a positive shift to the
benefits it is not necessarily given that the quantity of
shared personal information is increased. Depending
on the sensitivity of personal information the increased
benefits might not be enough to compensate the existing privacy concerns even though they are decreasing.
Hence, one can conclude that restrictive default privacy settings will not decrease the quantity of shared personal information on SNS and depending on the type
of personal information it might increase the quantity.

Concluding, results show that restrictive default
privacy settings lead users of SNS to share their personal information with a smaller number of peers compared to users with permissive default privacy settings.
Consequently, Privacy by Default decreases the number of addressees of personal information on SNS and
depending on the interface style this effect can be
strengthened.

3.2 Quantity
In the next step we measured the quantity of shared
private information (q) [25]. A better understanding of
the quantity is also important to answer the question
whether there is the presupposed impact on providers.
We assumed that the decision-making process whether
to reveal personal information or not can be captured
by a privacy calculus that contains several factors [6].
This calculus describes a wide reflective equilibrium of
benefits and costs of the revelation by the deciding
user. Several factors have a significant impact on this
calculus in the case of SNS [13, 14, 16]. We were especially interested in the task, if the need to purposefully decide, whether to reveal private information or
not, causes a change in the quantity of information
exchange on SNS. We tested their influence whether
restrictive privacy settings encourages a positive decision to self-disclose or not and we analyzed the costbenefits-ratio of restrictive default privacy settings on
the privacy calculus [25] (cf. Figure 3). In the case of
SNS the benefits of a revelation contain enjoyment,
self-presentation and relationship maintenance [13, 24,
25]. Potential costs are determined by privacy concerns
and its predecessors perceived likelihood and perceived damage of a potential misuse and misinterpretation of personal information.

3.3 Total number of participants
The success of an SNS is also depending on the total number of active users [15]. How Privacy by Default can influences the total number of participants has
not been empirical investigated, yet.
In the case of non-restrictive default privacy settings, this non privacy-respecting behavior of the SNS
can lead users to abandon the platform due to perceived higher risk of privacy violations and ultimately
might decrease the total number of users. This in turn
causes a reduced exchange of shared personal information. On the other hand, a high(er) effort to configure
personal information settings could be a reason for
participants to leave the platform or even do no register
at all. Therefore, in the following the total number of
participants is seen as a constant variable.

Figure 3. Impact on the privacy calculus of
SNS by Privacy by Default
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settings decided to keep the default setting on purpose
and not due to the status quo bias. Therefore, 14% of
users with restrictive default privacy settings do not
share personal information due to the status quo bias.
So, to estimate and value the damage of the regulation
to the platform provider, one can only take into account those 14%.

4. Implications
In contrast to expectations mentioned in the lobbying publications of Facebook [8] or the description of
the planned regulation of European policy makers [10],
the results of the previously described empirical studies
allow a more profound argumentation about the
chances, risks and effects of a Privacy by Default regulation. The gained insight about the influences of Privacy by Default on the exchange of information on
SNS helps to build an instrument for decision-makers
to support their evaluation whether Privacy by Default
should be enforced or not.
Our results provide striking confirmation that Privacy by Default regulation will serve as an effective
mean to user protection in the first place. Interestingly,
this goal does not necessary lower the level of shared
personal information, because due to the positive shift
of the Privacy Calculus and on condition that personal
information is not to sensitive a proportion of users
might reveal more personal information, when they
have more control of privacy, due to the required purposeful decision of self-disclosure. This might lead to
the consequence that provider do not suffer at all from
a regulation, because the possible increase of the quantity of shared personal information might compensate
the decrease of the number of addressees, whereby the
exact transmission remains open to future research.
The possible increase of shared personal information could have a positive side effect for providers of
SNS because this increases the exchange of personal
information. Based on that, data analytics can better
deduce implicit data for improved personal profiles.
This reduces stray light losses [1] and helps platform
providers to increase revenue by offering their advertising customers higher quality of customer targeting.
Nevertheless, Privacy by Default is decreasing the
number of addresses and thus this has a negative impact on the overall exchange of personal information.
This raises the question how to evaluate this consequence from the perspective of legitimacy. We assume
that it is unlikely that the right to keep revenues will
override user protection. Especially when one takes
into consideration that the number of users having restrictive default privacy settings that select option Only
me consists of two different types. First, those users
decide to share personal information with no one on
purpose and second, those users that kept the default
setting due to the status quo bias. As displayed in Figure 4, 13% of users with permissive default privacy
settings decided explicitly to not share their personal
information with anybody. Based on the random allocation to the experimental group we can assume that
both groups are homogeneous. Thus, we assume that
also 13% of the group with restrictive default privacy

Figure 4. Identification of users biased by the
status quo
Based on the same argumentation, we assume that
12% of the users with permissive default privacy settings share their personal information based on the
status quo bias and not without a purposeful decision
(cf. Figure 4). For a general assessment of the consequences of the regulation plans, deciders need to
weight up the damage caused by 14% more users do
not share any personal information with 12% of the
users accidentally share personal information that
might be protected or limited to a smaller number of
addressees.
This undermines the basic assumption that Privacy
by Default regulation has disastrous consequences on
providers’ business models. And we doubt that provider should argue on these grounds. We suggest that providers should reassess the potential improvements on
enhanced profiles to be used for targeted advertising.

5. Limitations and further research
In terms of generalization there are some limiting
factors to our study and its experimental findings. The
studies for both factors addresses and quantity were
carried out only with students. Even though the main
group of SNS users are younger people, but the number of users with a higher age is increasing due to the
expansion of SNS. Users with a higher age might behave differently in the case of Privacy by Default, but
we assume that they are even more concerned about
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privacy and thus give even more weight to the protection of privacy within their privacy calculus.
In the study 2, we analyzed the impact on the quantity of shared personal information based on users’
decision-making to disclose personal information. This
study does not cover the quality of the information
shared after a positive decision of the privacy calculus.
Further research should also analyze whether Privacy
by Default has also an impact in the quality of shared
personal information.
Further, we conducted the studies in the context of
SNS used for private purposes (e.g. Facebook). SNS
used for business purpose (e.g. LinkedIn) most probably provide different benefits of using them and users
might also behave differently compared to a leisure
time context and having Privacy by Default. This raises
the general question whether the chosen factors are
good proxies to estimate the driving forces of users’
utility. Due to a statistical robustness check we can
argue that it is unlikely that they are unreliable. Nevertheless, there might be others that we have not discovered, yet. Instead of emphasizing its limitation, we rather highlight that the given experimental test might
provide a first scientific benchmark that we are otherwise still lacking. To fully evaluate a Privacy by Default regulation from a neutral scientific perspective
more quantification of the factors is needed that neither
providers nor the EC provide sufficiently.
The previous discussion provides only a first step
into a better understanding of the impact of regulation
of SNS. Future research should focus on a quantified
measure in general and the impact on total number of
users affected by Privacy by Default regulation and
control for private users and business customers.
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