Proceedings of the 41st Hawaii International Conference on System Sciences - 2008

Fault-tolerant k-fold Pivot Routing in Wireless Sensor Networks
Doina Bein
Department of Computer Science
University of Texas at Dallas
Richardson, TX 75083
Email: siona@utdallas.edu

Abstract
Selecting a small set of nodes called pivots, from
all the nodes in a network and maintaining the routing infrastructure to and among each other can reduce
routing overhead and excessive broadcast redundancy.
In this paper a new problem, called “ k-fold cover tset” (for short, k-fold cover), is proposed: we select a
smaller set of nodes than the k-fold dominating set, to
act as alternative routers for messages in the network.
An advantage of the k-fold cover is that it can be deﬁned
for graphs where the k-fold dominating set cannot be
deﬁned.
Computing the minimum size k-fold cover for any
k ≥ 1 is N P-complete. Two approximation algorithms
for the k-fold cover problem are proposed: one uses a
greedy approach to compute the cover and the other
uses randomization.
Keywords: cover, dominating set, fault tolerance,
k-fold dominating set, pivots, routers, sensor network,
wireless communication.
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Introduction

Network communication (wired or wireless) is frequently aﬀected by link or node crashes, temporary
failure, congestion (wired), bandwidth. In an ad hoc
environment the set of immediate or nearer neighbors
can change at arbitrary moments of time. In sensor
networks the battery determines the lifetime of a node;
a node failure can occur frequently as the node becomes older. Thus in order to increase the throughput on routing the packets, nodes should use fewer
routes (a so-called communication backbone of a network). At the same time, since in an ad hoc or sensor
network a node can fail or move somewhere else with
high frequency, the selected nodes must be provided

with enough redundancy for communication. This is
done by them acting as alternative routers, and alternative routes have to be available before crashes aﬀect
the communication backbone.
Wireless communication is less stable than wired,
since it depends on the nodes’ power levels (which aﬀect
the transmission range of individual nodes), though it
is more ﬂexible and has lower cost. In a wireless environment, every node u in the transmission range of
another node v can receive messages from v, and send
them to other nodes outside the range of v. Unlike in
the wired environment, bidirectional communication is
not guaranteed between any pairs of nodes, since their
communication range is not ﬁxed and can vary also
based on node power.
Current research in wireless networks focuses on networks where nodes themselves are responsible for building and maintaining proper routing (self-conﬁgure, selfmanaging). For all the above reasons, hierarchical
structures as dominating sets or a link-cluster architecture are not able to provide suﬃciently fast redundancy
or fault-tolerance for high-speed or real-time networks,
where the latency in every node should be very short.
The time spent at every node to decide how to route
messages should be comparable to the time of the propagation delay between neighboring nodes.
The dominating set problem (DS for short) is deﬁned
as follows. Given a weighted graph G = (V, E) where
each node v ∈ V has associated a weight wv , and a
positive integer m, 0 < m ≤ |V |, ﬁnd a subset D of
size at most m of nodes in V such that every v ∈ V is
either in D or has
at least one immediate neighbor in
wv is minimized.
D, and the sum
v∈D

The corresponding minimization problem is to ﬁnd
the minimum dominating set (MDS), i.e. the size of D
is to be minimized. It is approximable within a factor
of 1 + log|V |, but is not approximable within c for any
constant c > 0. Generally, the graph G is considered
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unweighted (wv = 1, for all v ∈ V ).
DS is a particular case of the k-fold dominating set
problem deﬁned formally as follows. Given a weighted
graph G = (V, E) where each node v ∈ V has associated a weight wv , and two positive integers k and m,
0 < k ≤ |V | and 0 < m ≤ |V |, ﬁnd a subset C of size at
most m of nodes in V such that every node v ∈ V \ C
has at least k immediate neighbors in C, every node in
C has
at least k − 1 immediate neighbors in C, and the
wv is minimized. We refer to the minimization
sum
v∈C

version of the k-fold dominating set problem as k-fold
MDS. Note that MDS is thus a particular case of kfold MDS where k = 1. Not every graph has a k-fold
dominating set for some arbitrary k; in that case it is
called unfolding.
Obviously, a minimum requirement for a network to
have a k-fold dominating set is that k ≤ c, where c is
the network connectivity. A graph has connectivity of
c if by removing any 1, 2, . . . , c − 1 nodes, the graph
remains connected.
A natural way to minimize the number of nodes in
the k-fold dominating set is to select not only nodes
from the immediate neighborhood but also nodes located at two or more hops. In this way we do not only
have the nodes in the k-fold cover set D act as a backbone for the communication in the network but they
can also take on he role of alternative routers for the
entire network. Thus the network can tolerate up to k
node failures without losing the routing infrastructure.
A k-fold cover t-set (for short, k-fold cover) can be
deﬁned as a natural extension of the k-fold dominating set by replacing the term “immediate neighbors”
with the term of “nearer neighbors”. Given a ﬁxed parameter t, every node v gathers information about its t
nearest neighbors (in terms of distance) – the set called
the t-ball of v, Bv (Eilam et al [5]). A set D ⊆ V is
a k-fold cover t-set if, for any node v, |D ∩ Bv | ≥ k
(D contains at least k nodes from any t-ball in the network). The elements of D are called pivots.
There is a tradeoﬀ between selecting a smaller set
of nodes and the power consumption of the selected
nodes. Maintaining the routing infrastructure to only
a subset of nodes reduces the routing overhead and excessive broadcast redundancy. At the same time, to
save energy, unused non-backbone nodes can go into
a sleeping mode and wake up only when they have
to forward data or selected themselves in the k-fold
cover set, due to failure or movement of nodes. At the
same time, selecting fewer nodes to act as routers has
a power consumption disadvantage: The routers will
deplete their power faster than the non-router nodes.
Thus once the power level of these nodes falls below

a certain threshold, those nodes can be excludes as
routers, and some other nodes have to replace them.
Thus the k-fold cover set model proposes in this paper
can ﬁt better with wireless networks with low traﬃc or
without power constraint.
Related Work.
Two particular cases of the
DS problem are the connected dominating set and the
weakly connected dominating set. The connected dominating set problem requires the set of nodes selected
as the dominating set to form a connected subgraph of
the original graph. The weakly connected dominating
set problem, deﬁned by Dunbar et al. [4], requires the
subgraph induced by the nodes in the set and their immediate neighbors to form a connected subgraph of the
original graph.
Finding the k-fold dominating set for an arbitrary
graph was suggested for the ﬁrst time by Kratochvil
[8]; the problem is N P-complete (Kratochvil et al [9]).
Liao and Change [12] showed that it is N P-complete
for split graphs (a subclass of chordal graphs) and for
bipartite graphs. The particular case k = 1 is the minimum dominating set problem (MDS) and it is N Pcomplete for any type of graphs.
Approximation algorithms for ﬁnding the k-fold
dominating set in general graphs are given by Vazirani [18] and Kuhn et al [10]. The ﬁrst algorithm for
an arbitrary graph of n nodes and the maximum degree
of a node ∆ by Kuhn et al [10] runs in O(t2 ) and gives
an approximation ratio of O(t∆2/t log ∆) for some parameter t. The second algorithm, for a unit disk graph,
is probabilistic and runs in O(log log n) time, with an
O(1) expected approximation.
The k-fold dominating set is related to the kdominating set ([11, 19, 17]), and to the k-connected
k-dominating set ([2, 3]). The k-dominating set D ⊆ V
has the property that every node in G is not further
than k − 1 hops from a node in D. Finding the minimum k-dominating set is N P-hard, and a number of
approximation algorithms are proposed in [11, 17]. The
k-connected k-dominating set has the property that it
is k-connected 1 and every node is either in the set or
has k immediate neighbors in the set.
Contributions.
If the degree of some node is
smaller than k, the k-fold dominating set has no solution, while the graph may still have a k-fold cover set.
The new problem presented in this paper, k-fold cover
set, has the advantage that it can be deﬁned for graphs
in which the k-fold dominating set cannot be deﬁned.
We conjecture for any given graph that the size of the
k-fold cover set is no greater than the size of the kfold dominating set. Then the advantages of selecting
fewer nodes to act as routers make the k-fold cover set
1 by

removing at most k−1 nodes the graph remains connected
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a better choice for the diﬀerent ﬂavors of dominating
set: connected dominating set, weakly connected dominating set, k-fold dominating set.
Finding the k-fold cover of small size can be used
in the placement of base stations in cellular networks
([15, 6]), multicast systems ([20]), caching or partial
replicas in databases ([16, 14, 7]).
Computing the minimum size k-fold cover for any
k ≥ 1 is N P-complete. The two techniques from Awerbuch et al [1] are extended in this paper to generate relatively small k-fold covers for a given collection of sets
of ﬁxed size t. The ﬁrst technique uses a greedy approach to select the nodes, and we show that a greedy
k-fold cover t-set D for a graph G with n nodes has
at most n · k · (ln n + 1)/t elements. The second technique selects each node with a certain probability and
we show that the expected size of a randomized k-fold
cover for G is at most 2 · c · n · k · ln n/t, with the
probability of at least 1 − 1/nc−1 for some constant
c > 1.
Outline.
In Section 2 we describe the network
model used, the ordering of nodes based on distance
(weight), and the k-fold cover t-set. In Section 3 we
present two approximation algorithms for the k-fold
cover, and we give upper bounds for the constructed
covers. A brief comparison between the k-fold cover
set and k-fold dominating set is given in Section 4. We
ﬁnish with concluding remarks in Section 5.

2

Preliminaries

A wireless network, which is a point-to-point communication network, is modeled as a connected,
weighted, ﬁnite digraph G = (V, E, w) that does not
contain multi-arcs or self-loops.
The set of processors in the network have unique
identiﬁcation and they are represented by a set of nodes
V , |V | = n. For the remainder of the paper, we assume
that the unique IDs are a contiguous set 1..n. Note that
the unique identiﬁcation of nodes induces a total order,
thus for every pair of nodes u, v ∈ V , either u < v or
v < u.
An arc e = (u, v) ∈ E is a unidirectional communication link that exists if the transmission range of u
is large enough for any message sent by u to reach v.
Every arc in the network e = (u, v) ∈ E has associated
a weight w(e) that represents the cost (energy) spent
by u to transmit a message that will reach v. Because
of the non-linear attenuation property for radio signals,
the energy consumption for sending is proportional to
at least the square of the power of the transmission
range. For simplicity we extend the domain of w to
include all pairs of nodes in the network such that if

node v is not within the transmission range of node u,
then w(u, v) = ∞.
The wireless channel has a broadcast advantage that
distinguishes it from the wired channel. When a node
p uses an omnidirectional antenna every transmission
by p can be received by all nodes located within its
communication range. This notion is called Wireless
Multicast Advantage (WMA). Thus a single transmission from a node u suﬃces to reach all neighbors of u.
Note that for any pair of nodes u and v, w(u, v) is not
necessarily equal to w(v, u).
Given a simple directed path P in the graph the
length of |P | is the sum of the weights of the arcs of
P . The distance dist(u, v) in G is the length of the
shortest path starting at u and ending at v.
For every node v we can order the rest of the nodes
in the digraph G with respect to their distance from v,
breaking ties by increasing node identiﬁcation (Eilam
et al [5]):
Formally, x ≺v y iﬀ dist(x, v) < dist(y, v) or
dist(x, v) = dist(y, v) and x < y. The t-ball of node v,
Bv (t), is the ordered set of the ﬁrst t nodes according
to the total order ≺v .
Fact (Fact 2.1 from Eilam et al [5]) If u ∈ Bv (t)
then for every node x on the shortest path from v to
u, u ∈ Bx (t).
Deﬁnition 1 Consider a collection C of subsets of size
t of elements from the node set V . Each subset represents the t closest neighbors (in terms of distance) for
some node v in V .
Given a parameter k, k > 0, a set D is a k-fold cover
t-set for the collection C, or k-fold cover for short, if
for every B ∈ C, D contains at least k elements from
B, we write |B ∩ D| ≥ k.
The problem of ﬁnding the minimum size k-fold
cover set can be modeled as a linear program. Let
yi ∈ {0, 1} be a binary variable associated with node
i ∈ {1, . . . , n} such that yi = 1 iﬀ node i is in the
k-fold cover. The goal is to minimize the sum of all yvariables such that in every t-ball of some node i there
are at least k nodes from the k-fold cover, including
node i if i is in the cover. In other words, nodes not in
the k-fold dominating set have to be covered at least
k times, and nodes in the k-fold dominating set have
to be covered at least k − 1 times. The linear program
follows:
n

yi
min
such that



i=1

yj ≥ k

j∈Bi (t)∪{i}

y i = 0 ∨ yi = 1
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Next we present two techniques to approximate a solution for the minimum k-fold cover; one uses a greedy
method to select the pivots, while the second one uses
randomization.

3

Distributed k-fold Pivot t-set

Computing the minimum size k-fold cover for any
k ≥ 1 is N P-complete. In this section we extend the
two techniques from Awerbuch et al [1] to generate relatively small k-fold covers for a given collection of sets
of ﬁxed size t. The ﬁrst technique (Algorithm Cover1)
uses a greedy approach to select the nodes. The second
technique (Algorithm Cover2) selects each node with
a certain probability.
Algorithm Cover1 starts with the set D to be initially ∅ and iteratively adds to D an element in V occurring in the most uncovered sets. A set is covered if
it contains at least k elements which are also in D. The
set D is then called a greedy k-fold cover for C.
As in [10] we use a coloring mechanism (variable
ci for some node i to distinguish between two types
of nodes: (i) gray color for nodes that are not in the
cover and are covered by at least k nodes in the cover,
or nodes that are in the cover and are covered by at
least k − 1 nodes in the cover, and (ii) white color for
the nodes that are not in the cover and are not covered
by k nodes in the cover, and nodes that are in the cover
and are not covered by at least k −1 nodes in the cover.
Each node in the graph knows n, the total number
of nodes in the graph. Besides ci it uses a variable xi
which takes discrete values in the set {1/(n− 1), 2/(n −
1), . . . , (n − 1)/(n − 1)}. Initially, all the nodes are
white, D = ∅, and all x-values are 0. Each node i sends
a value 1/(n − 1) to all the nodes in its t-ball Bi (T ),
and value 0 to the nodes outside its t-ball, excluding
itself.
There are at most n + 1 rounds (where n = |V |).
In round 0, nodes will collect the values received
from all the other nodes and the sum of all the received
values is stored in xi . For some node i variable xi has a
discrete value from the set {1/(n−1), 2/(n−1), . . . , (n−
1)/(n − 1)}. The larger the value the higher is the
chance for node i to be selected in the set D.
In round 1, all nodes with xi = (n − 1)/(n − 1) = 1
announce themselves as pivots (they add themselves
to D). Their x-value is already 1. Some white node i
receives these messages and stores the IDs of the pivots
that are also in its t-ball Bi (t) in variable Di . If |Di | ≥
k then node i changes its color to gray.
If at the end of round 1 there are any white nodes,
then the algorithm continues with round 2.

In round 2 all nodes with xi = (n − 2)/(n − 1) announce themselves as pivots (they add themselves to
D), and set their x-value to 1. Some white node i
receives these messages and adds the IDs of the pivots that are also in its t-ball Bi (t) to variable Di . If
|Di | ≥ k then node i changes its color to gray.
At the end of round 2, if there are white nodes, then
the algorithm continues with round 3.
If at the end of round k, 1 ≤ k ≤ n − 1, all nodes are
gray then the algorithm executes the last round, called
terminate.
In round terminate, all nodes not selected in the
k-fold cover (xi = 1) reset their x-variable to 0.
Algorithm 3.1 Algorithm for Cover1
Actions executed at node i
Initialization (Round 0):
xi = 0
ci = white
Di = ∅
D=∅
send the value 1/(n − 1) to each node in Bi (t) and
the
value 0 to each node in (V \ {i}) \ Bi (t)
values sent by node j
xi =
all j=i
Round k, 1 ≤ k ≤ n − 1:
if xi = (n − k)/(n − 1) then
xi = 1
broadcast the message msg(pivot, i) that node i is a pivot
on receiving msg(pivot, j)
D ← D ∪ {j}
if (j ∈ Bi (t)) then Di ← Di ∪ {j}
if (|Di | ≥ k) ∨ (xi = 1 ∧ |Di | ≥ k − 1) then ci = gray
if all nodes are gray, then terminate
Round terminate
if xi = 1 then xi = 0

Lemma 1 Let D be a greedy k-fold cover for C. Then
|D| < |V | · k · (ln|C| + 1)/t.
Proof.
If D1 is a simple, greedy cover for C, then
|D1 | < |V |(ln|C| + 1)/t (Lovacs [13]).
Selecting an element for a simple cover of C corresponds to selecting at most k elements for a k-fold
cover. Thus , if D is a greedy k-fold cover for C, then
|D| < |V | · k · (ln|C| + 1)/t.
2
Corollary 1 If D is a k-fold cover constructed by Algorithm Cover1 for G, then |D| < n · k · (ln n + 1)/t.
Proof. For our collection C, |C| = |V | = n (one t-set
for each node). Thus a greedy k-fold cover for G will
have at most n · k · (ln n + 1)/t elements.
2
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Given that |D| ≤ n one can derive some relationships between k and t from Lemma 1 and Corollary 1.
If k is a constant and given that t < n, it follows that
t > k(ln n + 1). Conversely, if t is ﬁxed, i.e. there is
an upper bound on how many other nodes a node can
t
. Furkeep track of, then it follows that k < (ln n+1)
thermore, if D << n it follows that t >> k(ln n + 1)
t
(when k is ﬁxed), respectively k << (ln n+1)
(when t
is ﬁxed).
For example, consider the network in Figure 1 (n =
10). Each node has associated a pair (IDi , ri ), where
IDi is the unique identiﬁcation of the node taken from
the set {1, . . . , n}, and ri is the transmission radius of
node i. As a result, the weight of any outgoing arc of i
has the same value, which is proportional with ri2 .

In round 1, nodes 2 and 5 are selected in the 3-fold
cover (marked with a cross), and no node becomes gray
(see Figure 3).
1
9
5
6

10

7
8

2
4
3

Figure 3. End of round 1
In round 2 no node is selected. In round 3, node 8 is
selected in the 3-fold cover, and all nodes except 1 and
9 become gray (see Figure 4).

1,1
9,4
5 ,3
6,2

10,3

1
9

7,1
2 ,2

5

8 ,3

6

10
3,1

4 ,1

7

Figure 1. Network of n = 10 nodes

Let t =
n · ln(n) = 4 and k = 3. Note that the
minimum 3-fold cover is Dopt = {2, 5, 8, 10}.
While selecting the t-balls of size 4, ties are broken
by node ID. We enumerate the nodes in a t-ball of some
node i in non-ascending order of its distance with respect to i. The t-balls for the nodes in the network
are: B1 (4) = {9, 2, 5, 10}, B2 (4) = {3, 4, 8, 5}, B3 (4) =
{2, 4, 8, 5}, B4 (4) = {2, 3, 8, 5}, B5 (4) = {6, 8, 10, 2},
B6 (4) = {5, 7, 8, 2}, B7 (4) = {6, 8, 2, 5}, B8 (4) =
{2, 5, 6, 7}, B9 (4) = {1, 2, 5, 10}, B10 (4) = {2, 5, 8, 9},
At the end of round 0, all nodes are white (see Figure
2) and the x-values are: x1 = 1/9, x2 = 9/9, x3 = x4 =
2/9, x5 = 9/9, x6 = 3/9, x7 = 2/9, x8 = 7/9, x9 = 2/9,
x10 = 3/9.

8

2
4
3

Figure 4. End of round 3
In round 4, 5, and 6 no node is selected. In round 7,
nodes 6 and 10 are selected, and all the nodes are gray
(see Figure 5).
1
9
5
6

10

7
8

2
4
3

1
9

Figure 5. End of round 7

5
6

10

7
8

2
4
3

Figure 2. End of round 0

After round terminate executes, the greedy k-fold
cover is D = {2, 5, 6, 8, 10}, which has only one extra
node (node 6) compared to the optimum 3-fold cover
Dopt = {2, 5, 8, 10}.
Randomization provides another method for building the cover. Algorithm Cover2 simply selects into D
each element of V with the probability c · k · ln|C|, for
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some constant c > 1. D is called a randomized k-fold
cover for C.
Algorithm 3.2 Algorithm for Cover2
Actions executed at node i
with the probability c · k · ln|C| set xi = 1 else set xi = 0
if xi = 1 then broadcast msg(pivot, i) (node i is a pivot)

Lemma 2 Assuming |V | > 2t and ln|C| = o(t), let D
be a randomized k-fold cover for C. Then with probability of at least 1 − 1/|C|c−1 , D is a k-fold cover for C
and |D| < 2c · |V | · k · ln|C|/t, for some constant c > 1.
Proof.
With probability of at least 1 − 1/|C|c−1 ,
a randomized, simple cover set D1 can be constructed
for C, and the expected size of the constructed cover
is |D1 | < 2c · |V | · ln|C|/t, for some constant c > 1
(Awerbuch et al. [1]).
Selecting an element for a simple cover of C corresponds to selecting at most k elements for a k-fold
cover. Thus, with probability of at least 1 − 1/|C|c−1 ,
a randomized k-fold cover D can be constructed for C,
and the expected size of D is |D| < 2c · |V | · k · ln|C|/t.
2
Corollary 2 If D is a k-fold cover constructed by Algorithm Cover2 for G, then the expected size of D is
|D| < 2 · c · n · k · ln n/t, with probability of at least
1 − 1/nc−1 , for some constant c > 1.
Proof.
For our collection C, we have |C| = |V | = n
(one t-set for each node). Thus the expected size of D
is |D| < 2 · c · n · k · ln n/t, with probability of at least
2
1 − 1/nc−1 .

4

Comparing k-fold cover set with kfold dominating set

From the deﬁnition of k-fold cover set it can simply
be observed that if the degree of some node is smaller
than k, the k-fold dominating set has no solution. Thus
the degree of one node can compromise the existence
of a k-fold cover set.
But then the k-fold cover set depends less on k and
more on t, the number of nodes some node keeps track
oﬀ. The value of t can vary, it is generally assumed
to be more than k. Thus the k-fold cover set has the
advantage that it can be deﬁned for graphs in which the
k-fold dominating set cannot be deﬁned. The graph of

Figure 1 has no 3-fold dominating set, since the degree
of nodes 1, 2, 3, 4, 7 is less than 3.
On the other hand, if D is a k-fold dominating set
for G, then D is also a k-fold cover t-set for G, provided
that t ≥ k.

5

Conclusion

Selecting a small set of nodes among all the nodes in
a network, and maintaining the routing infrastructure
to only a subset of nodes reduces the routing overhead
and excessive broadcast redundancy. Since nodes can
maintain shortest paths to a small number of other
nodes with limited memory, a simple cover set guarantees coverage, but not fault-tolerance. (A simple
cover set guarantees that every node is “covered” by
at least one pivot, the nearest one in terms of distance
or weight.) By imposing that every node should be
“covered” by at least k pivots, we guarantee a f -fault
tolerant communication, where f = min(k, c), c being
the network connectivity.
An important diﬀerence between the k-fold MDS
and k-fold cover is that we can extend the range of
searching for a pivot. Pivots are not necessarily selected
among the immediate neighbors, but from a larger
neighborhood further away, thus allowing smaller subsets and a better change of stability when an event
aﬀects an entire region of nodes.
The relationship between the size of the k-fold cover
set and k-fold dominating set is still open. We conjecture that the size of the k-fold cover set is no greater
than the size of the k-fold dominating set.
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