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Abstract
In this paper we examine the adequacy of IS security
standards to the needs of SMEs. Using the findings of
literature review, we identify general criticism for the
security standards. Further, we benchmark the recently
published ISO 27001 IS security standard to ISO 9000
standard – a similar standard with a 20 years history – to
develop expectations of how the future adoption of the
recently introduced ISO 27001 standard can be fostered.
We suggest, among other, that the legislative environment
can play a crucial role for further growth of security
standards adoption.

1. Introduction
The launch of policies for National Information
Infrastructure (NII) development in the U.S., Europe, and
Japan in the 1990s [37] is often considered as a departure
point for Global Information Revolution [8] – creation of
new global economies, where information play a doubly
important role as both raw material and end product.
Fuelled by the growth of Internet and the drastic
diminishment of the PC unit price to its power ratio, the
global informatization brought nearly ubiquitous adoption
of PCs and Internet to large enterprises and SMEs alike
[7].
The ratio and the role of computerized information in
a contemporary company are often vital for company’s
daily operations and survival. Three quarters of the
French companies reported a very strong reliance on their
information technologies [12]. Information become more
and more a synonym of patrimony, currency, and future
of the company: historical data, research and
development, standards, patents.
On the backdrop of the vital role the information and
communication technologies (ICT) are playing in
contemporary business, the average annual increase of
ICT vulnerabilities reported by companies in leading
post-industrial countries exceeds 45 percent per annum
[10]. The high ratio of vulnerabilities highlights the fact
that the ICT security issues are far from being solved.
Management of a contemporary company is facing a
problem of high dependence on the digitized information
contrasted by the high risk of vulnerabilities.

The specifics of ICT-dependent business and the
global competition drive firms to optimize and
standardize their business processes [67], thus creating
transparency and common reference points within and
across firm boundaries [16]. Information Systems (IS)
security methods and standards have emerged as a crucial
component of good corporate governance [63]. However,
due to the relative novelty of the issue, there is a call “for
more empirical research to develop key principles for the
prevention of negative events and to help in the
management of security” [19].
In this paper, we address the issue of security
methods or standards – tools “that enable to analyze,
conceive, evaluate or control, together or separated, the
security of information systems” [15]. One application of
security methods includes guidelines and checklists
allowing avoiding lapses and misses in the adoption/
implementation of security measures and procedures.
Adoption of IS security methods or security standards’
certification bears a direct interest of the company in
developing countermeasures to IS-related vulnerabilities
[3b]. An “indirect” aspects of adoption of IS security
standards by a company is the creation of awareness of
possible IS vulnerabilities and critical processes [3b].
Given the nature of contemporary business operation
and global economy; one would expect to see growing
certification of IS security standards in organizations.
While relevant international standards exist, as for
example International Standardization Organization’s ISO
27001, the rate of IS security standards certification
worldwide, and in France particularly, is surprisingly low.
In this paper we place the focus on the small and
medium sized enterprises (SMEs) – companies employing
not more than 250 employees. 97 percent of French
companies fall into this category [31], while Europe-wide,
SMEs represent 70 percent of the working force [59]. Our
choice is justified not only by the sheer percentage of the
SMEs in French business domain, but more so by the
inadequately low adoption of IS security methods by
SMEs. Less than 20 percent of French SMEs were
reported to have defined an activity continuity plan or a
crisis plan, which is much lower number than that for
bigger companies [12]. SMEs are also reported to have
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more important discrepancies between the IS security
measures implemented and actual security breaches: the
emphasis is placed upon security measures against low
probability risks instead of protecting themselves against
the most frequent (and costly) problems [12].
Our research aim is to examine the adequacy of IS
security standards in general, and ISO 27001 standard in
particular, for SMEs. Our work is motivated by 1)
companies’ growing dependence on ICT in their daily
business operations on the one hand, and high risk of ICT
vulnerability on the other hand; 2) the low adoption rate
of IS security standards by SMEs in France and
worldwide; 3) the low awareness of companies’
management of the benefits or disadvantages of having IS
security measures implemented.
In order to deliver on the research goals, we
conducted a literature review on existing IS security
methods. We use the findings of the literature review to
provide an analytic synthesis on the adequacy of existing
IS security methods and standards for the requirements of
SMEs. Finally, we draw on the past and present
developments of similar to the IS security ISO 9000series quality standards in the global economy to propose
if and how the higher adoption of such methods and
standards can be fostered.

2. IS security methods and standards
Over several decades there has been considerable
research and development put into IS security methods,
both in academia and by practitioners. As a result, many
IS security policies, standards, and guidelines have been
proposed, developed, and adopted by companies [9].
One application of (or motivation for adopting)
security method is that it includes guidelines and
checklists allowing avoiding lapses and misses in the
adoption/ implementation of security measures and
procedures, thus establishing countermeasures to ISrelated vulnerabilities. A request from a partner firm (to
keep a client-supplier partnership) or an insurance
company (offering to lower an insurance indemnity) often
becomes the leitmotif in creating incentives for adopting
security methods or certifications.
In 1995 the British Standard Institution established
BS 7799-1 standard titled "Information security part I:
Code of practice for security management" and added in
1998 a second part, BS 7799-2 "Information security part
II: specification for Information Security Management
System (ISMS)". BS 7799-2 is a set of requirements for
developing an ISMS that encompasses people, processes
and IT systems. Both aforementioned BS standards were
taken up by the ISO to become global ISMS standards.

BS 7799-1 security standard was re-published in 2007
under the name of ISO 27002. BS 7799-2 became ISO
27001 standard in 2005. ISO 27001 can be viewed as an
overall program that combines risk management, security
management, governance and compliance. It helps an
organization ensure that the right people, processes and
technologies are in place that are appropriate to the
business model and facilitate a proactive approach to
managing security and risk [5]. The standard promotes
strong values concerning the protection of client and
business information.
ISO 27001 responds to business needs in establishing
comprehensive ISMS policy, which allows not only
harmonization of IS-related organizational processes, but
also certification, thus establishing a common reference
point for the certified company in the global market.
However, adoption of ISMS standards is not a
straightforward process for a company, least so for a
SME. Recent research in this domain reveals important
criticism for suitability and adaptability of security
standards to business.

3. Research methods
This work combines the literature review method
[64b] and system analysis method [2]. A review of prior
relevant literature is an essential feature of academic
project. It creates a foundation for advancing knowledge,
facilitates theory development, and uncovers areas where
research is needed [64b]. Given the scarcity of academic
publications on the topic of suitability of IS security
standards for SMEs, we found the literature review to be
an adequate tool for exploring and synthesizing findings
of prior research works.
The search for security standards and methods was
conducted in the following way. First, the websites of
French agencies such as DCSSI (French government I.S.
security agency), CIGREF (Information systems big
companies club), CLUSIF (French information systems
security club) were examined for the references to French
methods and their comparisons to other methods. The
French agencies’ websites also contained some rankings
on the standards and methods. The rankings were later on
used to develop Table 2 (see Appendix 1).
The second step involved examination of websites of
European and the U.S. security associations and
government agencies. Among these sites were such as
CASES
(Cyberworld
awareness
and
security
enhancement structure), ENISA (The European network
and information security agency), CERT, BSI, SANS, and
other. The third step involved examination of the websites
of the standards and methods retrieved during the first
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two steps of research: ISO, OCTAVE, ITIL, OSSTMM,
CRAMM, COBIT, and other. This gave us access many
professional articles, which otherwise wouldn’t be listed
in academic databases. Finally, the EBSCO and
ABI/Inform databases were searched for scholarly
publications using the combination of such keywords as
“IS security”, “standard”, “method”, “ISO 27001”, and
“ISO 9000”. For articles which were found to be relevant,
the reference lists were examined for locating further
relevant works.
Through the literature review drivers and barriers to
the adoption of IS security standards were identified. This
allowed us to apply the system method [2] – to engage in
discussing possible future development scenario for the
success of ISO 27001 standard derived from identification
of the driving forces of the system. However, we felt
compelled to benchmark the identified drivers and
barriers for the adoption of security standards to these of
the similar past developments. Such benchmarking for the
purpose of making analysis and predictions on the future
state of a system is another application of a system
method [2]. For the purposes of benchmarking, a wellknown and widely adopted ISO 9000 quality standard was
chosen.
We believe the comparison between the two different
standards is justified, given that both standards are 1)
process standards, which 2) are developed with common
objectives, and 3) published by the same organization. A
comparison of the two standards is provided in Table 1.

4. Literature review
In their study, [20] have rejected the hypothesis that
the adoption of best ISMS practices (including ISO
standards) by some organizations entails fewer security
breaches in terms of both frequency and severity than
those that have not. More generally they found almost no
statistically significant relationship between the adoption
of information security policies and the incidence or
severity of security breaches [20].
Furthermore, for successful adoption of ISMS
standard, security policies must be tailored to the culture
of the organization [29, 33], well aligned with corporate
objectives [33, 48] and rigorously enforced [17, 20]. In
other words, while ISMS policies are published as
uniform standards (or norms), in the real business
environment requirements for these standards will differ
[4], depending on the specific organizational context and
type of information being processed [47, 51, 65].
[38] highlight the need to measure information
security at the management and business level. The
information security culture and the climate are very

important concepts [46, 60], which would affect the
implementation of ISMS. Thus, [38] recommend
addressing this issue before implementing directly the indepth procedural controls included in standards. [19]
consider that security standard’s “checklists emphasize
observable events and focus attention to procedure
without considering the social nature of the problems and
without addressing the key task of understanding what the
significant questions are.”
Without consulting managerial processes first,
adoption of security standard can result in utopian
security culture where the employees of the organization
are expected to follow the guidelines of the organization
voluntarily as part of their second nature [64]. In such
situation, the ISMS policies may not impact users on the
ground, which will result in a standard adoption failure
[29]. In other words, “one way to ensure that employee
actions, behaviour, artifacts and creations are according to
company policies is to align these with company culture”
[62].
Standard and organizational culture alignment require
several important managerial interventions. First, an
awareness of the expected/desired outcomes of ISMS
policy adoption must be created. [52] and [66]
emphasized the fact that if employees are not made aware
of a policy, there is a danger that it will become a dead
document rather than an active and effective security
management tool. Second, employees need to be educated
and trained (the what, why, and how) on the security
aspects required in information security policy [38].
Employees must know how to behave correctly, how to
use the security tools, security functionalities included in
software, and the security implicated in their own day-today processes [50].

4.1. Suitability of security methods and standards
for SMEs
By the end of August 2007, there were only five ISO
27001 certified companies in France, which is
considerably below these numbers for U.K., Germany,
and the U.S. (352, 73, 52 respectively), and which places
France at about the 30th rank worldwide [32].
At the backdrop of the general criticism received for
IS security methods, and the negligent rate of security
standards certification in France, we next explore the
suitability of ISMS standards to the specific
characteristics of SMEs, which comprise 97 percent of
French companies [31], and represent 70 percent of the
working force Europe-wide [59].
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The problem of ISMS implementation in SMEs is a
versatile one. In their survey, [24] highlight three crucial
elements pertaining to IS security that characterize SMEs:
• an increasing interdependency between firms
(partners, clients, vendors, third party), and the
necessity for each company to be reassured on other
companies information security;
• companies are driven by a more and more
competitive environment to adopt emerging and
immature technologies, carrying threats;
• a widening gap between increasing risks and the
deficiency of countermeasures to cope with them.

To summarize, we find the following quote from
ENISA1 to be a quite comprehensive statement on the
problem of IS security standard suitability for SMEs:
“A simple approach designed for small organizations
does not exist today, at least not in the form of publicly
available guidelines. Some consulting firms have
developed good practices for that purpose, but they use
them within customer projects. Other approaches,
although claiming to be appropriate for SMEs, are still too
complex for self-assessments… On the other hand most
SMEs cannot afford the cost of fully outsourcing this
function to external parties.” [23]

The findings of the survey [24], especially with
respect to few countermeasures implemented by SMEs
compared to bigger companies, should not be surprising.
SMEs face problems in recruiting qualified employees
[41, 44], are challenged more than large companies in
evaluating possible IS-related risks [28], and lack
information security awareness [40].

5. Analysis

SMEs have dynamic business environments [51, 55]
and, according to [54], existing studies on IS security
policies pay little attention to how to deal with
exceptional situations in which IS security policies are in
conflict with the business objectives of organizations. The
unpredictability of the business environment drives SMEs
to make rapid business decisions with little preparation
[36].
[53] argues that standards have an important
limitation, because “they focus on ensuring that certain
information security processes or activities exist, while
they are unconcerned about and fail to give advice on how
these security processes can be accomplished in practice.”
Furthermore, a standard is too general to offer an explicit
advice on how the policy might best be aligned with
specific corporate objectives [21].
SMEs generally lack computer experience and do not
have sufficient internal IS expertise [18, 27, 56]. This
situation is precipitated on difficulties in recruiting and
retaining internal IS experts due to scarcity of qualified IS
experts and limited career advancement prospects offered
by SMEs [58]. As a result, SMEs are driven to outsource
the necessary competences [55], which they cannot afford
[61].
Effective security management requires a great deal
of time, effort and money, which most of SMEs are not
prepared to commit [20, 42]. Security standard’s
implementation can take more than 5 or 6 months [13],
not least so due to a very complex nature of security
standards [1].

In this section we attempt to reveal the factors for
low adoption of IS security standards in general, and ISO
27001 in particular. The general criticism found in
literature reviewed suggests that companies in general,
and SMEs in particular, are not well positioned to adopt
ISMS standards. However, in the tradition of system
sciences, we believe important insights on the drivers and
barriers to standards adoption can be obtained from
similar past developments. A systemic approach to
complex organizational problems is to develop
expectations of how the future will unfold and to define
actions that would lead to more desirable predicted
futures [2]. This approach requires an expert knowledge
from similar past developments. In this respect, we find
that benchmarking the ISO 27001 standard to its well
known predecessor, ISO 9000-series quality management
standard, can inform us on future adoption of the former.
Development of both ISO standards was motivated
by the need of giving a unique and coherent international
configuration to business processes, namely to the quality
assurance (ISO 9000) and to the IS-related security (ISO
27001). The aim for developing (and adopting) these
standards is to facilitate the growth of global markets by
harmonizing terms, systems and methodologies. ISO 9000
standard has been published in 1987, and after two
decades of seeing a growth of adoption, is probably
reaching the end of its lifecycle, as depicted by down
slope of the cumulative adoption curve [34, 35]. The ISO
27001, on the other hand, is in its early stage of adoption,
being first published in 1998 as a British national
standard, and only in 2005 as an international ISO
standard.
In only few years after its first publication, ISO 9000
became the leading reference for quality system
organization all over the world. Given the familiarity of
global businesses with the ISO standards due to the
success of its 9000 series, and the importance of ISMS
1
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issues in contemporary business, it is surprising to find
that the ISO 27001 has not seen as wide recognition as its
predecessor. Also, ISO 27001 seems to fare worse than
some of its contemporary counterparts, such as e.g.,
environmental management ISO 14001 standard.

5.1. Common critical factors for the ISO 9000
and 27001 standards adoption
By the end of 2005, more than 775.000 certificates
for ISO 9000 had been issued in 161 countries, with an
annual growing rate close to 10-15 percent [35].
However, we may infer that the certification market for
ISO 9000 is coming to saturation, and even to end of life
cycle in most of the developed countries. Also, the
saturation level represents only a fraction of the total
number of corporation companies. The empirical
saturation values for U.K., Germany and France,
respectively, were 9, 8 and 2 percent of corporation
companies during the upslope of the cumulative adoption
curve [26]. Today, the number of certificates is lowering,
resulting in the down slope of the cumulative curve [34,
35]. The driving push begins to attenuate under the effect
of some factors: the reduction of the competitive gap
between certified and not certified companies, and the
limited number of enterprises potentially interested to
certification [26].
Critical success factors for companies seeking to
obtain ISO 9000 certification were identified as the
following [3]:
• proper driving force towards obtaining the ISO 9000
certification;
• expert advice and uniqueness of the system,
reflecting the nature of the company's operation [39];
• internal and external customer focus;
• value-added approach to quality cost;
• use of the standard in an integrated manner [57];
• positive attitude towards ISO 9000 on the part of
staff;
• dynamic approach to quality improvement;
• presenting ISO 9000 in an easy manner to the
employees [14].
The aforementioned critical factors are coherent, if
not identical, to those identified in the literature review on
ISMS standards, as reported above. Another commonality
is the special position of SMEs in adoption of the standard
- SMEs face particular difficulties with gaining ISO 9000
series certification, where the lack of commitment of
employees, managers and time commitment is the most
frequently mentioned problem [6].
Further commonalities are found in the complexity of
the standards - ISO 9000 series standards cannot be easily

understood by a non-professional person, and there are
difficulties in understanding exactly what the standard
requires and inconsistencies with the interpretation of
standards by consultants and assessors [6].
The cost of the standard presents another common
point of reference - ISO 9000 series qualification is
generally an expensive process for SMEs as they are more
reliant on outside assistance [6].
The issue of generality of guidelines vs. specificity of
business processes is also not a unique problem of
security standards - ISO 9000 standards only give a set of
general/generic guidelines, but they do not guarantee that
the process is durable, capable and mature in the
application of related constructs [26].

5.2. Differences between the ISO 9000 and 27001
standards
An Important difference is the target business sector.
ISO 9000 series were aimed at manufacturing-related
process standardization, while ISO 27001 is more generic,
IS-process oriented.
The top three sectors in 2002 for ISO 9000 adoption
were construction, basic metal and fabricated metal (due
to the large influence of automotive industry), and
electrical and optical equipment [26]. It is tempting to
assume that the high rate of adoption by these sectors is
prompted by the liability-prone nature of the business,
and “regulatory/legislation effect”. Many countries
impose ISO 9000 certification for participating to publicwork contracts. Until recently, construction has not been
IS-intensive business sector, and hence we cannot expect
it to assume the leading rank in ISO 27001 adoption.

5.3. Drivers for adoption
Quality certification contributes to business
performance when the quality culture in the organization
is well developed and the manager's motivation to gain
the certification is to improve business performance and
not to conform to a standard. [26].
We can find the same aspect in ISMS certification in
the improvement of the security of the information assets.
The stock market reacts positively to a quality
certification. Quality certification can be considered as a
useful tool for reducing the information asymmetry
between buyers and sellers, as well as a strategic element
for the companies to distinguish themselves in the
business competition [43], by giving an external and
formal evidence of their organizational efforts towards
quality practice [26].
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However, if security certification is considered as
leverage for confidence between companies [11, 45]
engaged in business transactions, the literature review
does not reveal the presence of the distinguishing effect
for adopting companies in the business competition nor
any positive reaction of the stock market.
A correlation among quality certification and
business performances is not univocally demonstrable. Is
the increase of business due to the management
methodology prescribed by quality standards or is
certification a way for distinguishing itself in a global
market [26]? More so, the low threshold level for
certification saturation suggests that when the number of
certified organizations reaches a certain limit, certification
loses its connotation and becomes less attractive for the
remaining companies [26].
The security certification has been designed for the
protection of IS. Therefore, similarly to the quality
standards, quantification of benefits of ISMS standard
adoption is problematic. The interest of a security
standard is to prevent the security failures and to mitigate
their consequences.
The most significant benefits of a quality certification
are in terms of raising quality awareness in an
organization. This reinforces the view that certification is
a good foundation upon which to start the quality
improvement process. Surveyed ISO-certified SMEs rank
improved awareness of problems and improved customer
service come as 2nd and 3rd respectively. On the contrary,
such factors as improved market share, reduced costs, and
help in international market rank 18, 21, and 23,
respectively [6].
The benefits of a security certification are very
similar on this point: they raise the security awareness and
facilitate a gradual improvement of the security [45].
In the near future, the benefits of ISO 9000
certification will only depend on the good use of the
quality management system that has been implemented to
obtain the certification rather on the mere certification as
a signal to markets [49]. This is already the case for ISO
27001 and the good use of the ISMS.

5.4. Barriers to adoption
SMEs managers over-evaluate and exaggerate the
possibilities of quality certification and their expectations
are thus unrealistic. This give rise to their dissatisfaction
when the results do not measure up their plans.

certification [49]. As security standards adoption and
certification are almost seen as expenses, dissatisfaction
for these motives is not imaginable.
The greatest disappointment for an enterprise is to
discover that, having achieved quality certification, a noncertified company has been awarded a contract by a
customer or government body who required suppliers to
be certified [6]. It is likely to lead to disillusionment with
ISO 9000 particularly given the high cost of certification
both in terms of money for consultants and audits and
extra employees or overtime required in relation to the
certification [6].
We didn’t find any evidence for such kind of
disappointment though the high costs in money and time
of ISMS standards implementation have also been
outlined. In quality certification, disappointment comes
from the increase in paperwork [6], which is different in
the security certification process, which is less of a
“paper-generator.”
The higher expectations of small companies with
respect to ISO 9000 certifications refer to commercial
aspects: access to new markets, increase of market share
and business portfolio, image improvement, and so on.
However many of these objectives depend on the
differentiating power of certification. Such power was
significant when ISO 9000 certification was not widely
extended and the certified companies stood out from the
others. This differentiating power has fallen and empirical
data have shown that this effect results in lower
commercial advantages and higher dissatisfaction of small
businesses managers with respect to ISO 9000
certification [49].
Any competitive advantage to a single enterprise may
be short lived, as it is usually only a matter of time before
many companies in the same industry achieve
certification. It is then seen by many as just another cost
of doing business without any corresponding
improvements in market share [6].
If however, the manager of the business sees
certification as an opportunity to improve internal
processes and systems from the outset rather than a
mechanism to get a certificate on the wall, it is likely to
yield positive results [6].
Furthermore, in this situation, employees are more
likely to be involved in developing the system with the
assistance from external consultants. It becomes a
workable system which has the commitment of
employees [6].

This dissatisfaction might be even higher for SMEs
given that they find more barriers to achieve and exploit
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6. Conclusions
In this paper we examined the adequacy of IS
security standards to the needs of SMEs and attempted to
reveal critical drivers and barriers for standard
certification. Through the literature review, we have
identified general criticism for the security standards.
Further, in the tradition of a systemic approach to
complex organizational problems [2], we compared the
pros and cons of a recently published ISO 27001 IS
security standard to those of similar standard with a 20
years history. Through this benchmarking, we can
develop expectations of how the future adoption of the
recently introduced ISO 27001 standard will unfold, and
propose actions that would lead to more desirable
predicted futures [2].
Overall, we find that the general negative issues
pertaining to IS security standards, as revealed in the
literature review, should not become inhibitors to the
standards adoption. It appears that ISO 9000 standard has
seen a steady increase of adoption over the years despite
receiving virtually the same criticism as that we find for
ISO 27001 standard.
We argue that it is the legislative environment and
the ability to quantify the benefits from adopting the
security standards, which can be a driver for further ISO
27001 adoption. The specifics of business processes and
risk-taking nature of entrepreneurial activity should also
be paid attention to when developing incentives for the
standards adoption.
As an example of legislative environment factors, the
dissemination of ISO 9000 was promoted by central
governments and by national bodies, reducing
administrative features and supporting the diffusion of the
certification bodies in the countries [26] – the same can /
should be done for ISO 27001.
Liability-prone sectors are the leading sectors of ISO
9000 adoption – national IS-related legislation can drive
the ISO 27001 (and similar standards) adoption.
ISO 9000 represents a universal quality tool for a
global market. On the contrary, security methods are
numerous and ISO 27001 corresponds to only one
method, with its qualities and drawbacks as it can be seen
in Table 2 (Appendix 1).
As an example of quantification issue, we can assume
that it is very difficult to prove the security standards’
usefulness. Contrary to quality certification that has been
and remained an important distinguishing factor due to a
possibility to establish a quantifiable link between the
quality increase and business increase, the reduction of

the security failures entailed by an increase in information
security is virtually impossible to quantify. Information
security differs from quality in another peculiar way – the
level of quality can be measured in positive terms,
whereas the level of security is better measured as the
“level of insecurity”, that could be assimilated to the risk
level, made from the probability of occurrence of threats
and vulnerabilities [47b].
Finally, we believe that the specifics of the business
process, namely the degree of presence of liability risk,
presents an important distinguishing factor between the
quality and security standards. While the top-three sectors
leading the ISO 9000 certification are all heavily affected
by liability in case of product failure or malfunction due
to poor quality (construction, automotive), the liability for
poor IS security management is not well established as a
practice.
There are normative acts like Sarbanes Oxley Act,
but they only apply to companies in relation with security
exchange commission, and most SMEs are not supposed
to have these relations. French laws (which are complying
with European laws) such as CNIL, and articles 226-16 to
226-22 of the French “code penal” can penalize with 3 to
5 years in prison and € 100.000 to € 300.000 fines the
companies having an insufficient data protection, but
most SMEs managers are unaware of these laws and their
implications! And such a penalty can only be imposed
when a security breach have disserved clients or
employees with severe consequences. We suggest that
European and French policy-makers should develop
constructive methods for dissemination of knowledge on
IS security legislation to businesses, and SMEs in
particular. Constructive approach is needed to counterbalance the risk-taking psychological profile of SMEs’
managers [36].
Table 2 shows that few standards are theoretically
suitable for SMEs, and their actual fit is denied by [23].
Given the cost, the skills needed and the language issues,
we can assume that there is no method today that can help
the SMEs to improve their security. This fact is
aggravated when we take into account that 97 percent of
French companies are SMEs.
However, in this paper we have demonstrated that
there is a number of important drivers for IS security
standards adoption, some of which are already in place,
and some can be installed by appropriate action. Given
the situation, we call for more research directed at
creation and adoption of simplified security methods or
standards at academic and managerial level in order to
create a framework of certification dedicated to SMEs.
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Specifically, they suggest that there is a need for
having at least 2 versions of the standards: one suitable
for big SMEs and big companies, one for small SMEs.
simplified in terms of time, money and certification cost.
Further, standard adoption guide should be created by
standard’s developers, presenting the “real benefits” and
the "false expectations" (e.g., "don’t over-evaluate the
competitive impacts of certification. Simply assuring
good practices may be is more relevant for your business).
Finally, social aspect of standard’s adoption must be
emphasized. For example, the impact that managers’
commitment to the standard’s adoption process can have,
the impact of creating awareness of security failures and
benefits of having security standard in place, etc. In other
words, education and training of employees should be
fostered.
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Appendix 1
Table 1: Comparison of ISO 27001 and ISO 9000 standards
Domain of application
Topic necessary to improve
Main target of the standard
Creation date
Position in lifecycle (most developed countries)
The role of liability as a driver for adoption
Failure detection
Legal or business related consequences of the failure

ISO 27001

ISO 9000

IS- related process security
Information assets security
IS dependant companies
2005 (1998 as BS 7799-2)
Beginning of lifecycle
Unimportant
Security failures can exist without being detected

Manufacturing and service process quality
Business performance
Mainly manufacturing (*) related companies
1987
End of lifecycle
Important
Failure is easy to detect

Awareness of managers on the possible consequences of
failure is very low

Awareness of managers on the consequences of
failure is adequate

Motivations for adoption / success factors in small SMEs
Request of another firm
Request/incentives of government bodies

x

x

Very little number of SMEs (in France) has been mandated
to adopt security standards

Governments played a visible role in creating
incentives for standards' adoption by companies

Competitive gap between certified and not certified
companies
Requires employees' and managers' commitment
Possibility to measure the impact on application domain's
performance
Barriers to adoption in small SMEs
Lack of skilled resources
Time Needed
Complexity of the standard
Cost of the process of certification
Quantification of benefits
Over-evaluation of benefits leading to dissatisfaction
Increase in paperwork
Number of methods

Certification can become a burden due to the lack of
resources for standards' adoption
x

Low today in developed countries
x

Level of security is very difficult to measure, no adequate
measures exist

Level of security is easy to measure, adequate
measures exist

x
x
x
x
Difficult
No or very low
Not important
Many national and international methods (**)

x
x
x
x
Difficult
Yes
Noticeable
Universality of ISO 9000

(*) Top three sectors : construction, basic and fabricated metal (automotive), electrical equipments [26]
(**) See table comparing security methods and standards

Table 2: Methods and standards.
Name

Company Creation
size (*)
date

Necessity

BS 7799 1 & 2
COBIT
CRAMM
EBIOS
ISF Methods
ITIL / BS 15000
ITBPM
MEHARI
NIST SP 800-30
OCTAVE
OSSTMM
PSSI (PSI: 1994)
SSE-CMM (ISO 21827)

C, B
C, B
C, B
C, B
C, B
C, B
C, B
C, B
C, B
C, B. S (?)
C, B. S (?)
C, B
C, B

1995
1996
1990
1995
1996
1989
1994
1996
2002
1999
2001
2004
1996

N.M.
N.M.
For G.O.
For G.O.
N.M.
N.M.
N.M. Certification possible
N.M.
N.M.
N.M.
N.M.
For G.O.

ISO 13335-2 (ISO 27005)
ISO 15408
ISO 27001 (BS 7799-2)
ISO 27002 (ISO 17799 - BS7799-1)

C, B
C, B
C, B
C, B

1996
1996
2005
2005

Cost (Money)

Skills needed

Language issue

N/A
ISACA Members
2200 Ū + 365 Ū (#)
Free
ISF Members
Free
Free
100-500 Ū
Free
Free
Free
Free
130 Ū

**
**
***
**
* to ***
N/A
**
**
**
**
* to **
**
** to ***

E
I
E
I
E
I
E, German
E, French
E
E
E, Spanish
French
E

Standard only
ISO Certification possible
ISO Certification possible
Standard only

100 Ū
90-285 Ū (3 parts)
80 Ū
130 Ū

**
N/A
**
**

GO: Government organizations
NM: Not Mandatory

#: annual licence

* : basic level
I: International
** : standard level E: English
*** : specialist level

ISO standards

(*) C: Civil service, B: Big company, S: Small business
Adapted and updated from [22].
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