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Abstract

This paper presents a generic model for information
security implementation in organizations. The model
presented here is part of an ongoing research stream
related to critical infrastructure protection and insider
threat and attack analysis. This paper discusses the
information security implementation case.

1. Introduction
In this paper, we expand on previous work related to
the behavioral and technical aspects of emerging insider
threat identification that has the potential to explain
successes and failures in detection of malicious insiders
[22-24, 30] and on work that explores the dynamics of
military operations from social and organizational
perspectives [3]. The two bodies of work, although
dealing with two seemingly disconnected domains, share
fundamental elements related to the security dynamics.
The work presented here is part of a larger effort to study
critical infrastructure protection and to develop a decision
support system for stakeholders in this area. This effort is
termed Critical Infrastructure Protection Decision Support
System (CIPDSS) and uses system dynamics as one of
several modeling approaches [for an overview, see Ref.
4]. CIPDSS has been used to analyze several different
situations; for example, the introduction of infectious
diseases [28], the loss of multiple telecommunications
assets [21], and the accidental release of toxic industrial
chemicals [32].
The work presented here elaborates on aspects of the
dynamic trigger hypothesis developed by Andersen et al.
[1] in which they describe interacting feedback causal
mechanisms in organizations that have the potential to
create security risks and the emergence of malicious
insiders ready to launch threats and attacks to
organizational assets, including information systems.
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Figure 1 shows a partial view of the causal structure
of the dynamic trigger hypothesis as described by
Andersen et al. [1] in which the detection trap (R1) and
the trust trap (R2) are identified.
The detection trap and the trust trap are important in
the model presented here, as these two mechanisms are
prevalent in the military and information security
contexts.
According to Andersen et al. [1], a detection trap
arises when the organizational detection capability is low,
leading to low levels of detected activity by insiders
(threats and/or attacks). A low level of malicious activity
lowers the organization’s perceived risk, decreasing its
desired investment in security measures and culminating
in even lower levels of detection. In this sense,
organizations create their own demise. Likewise, a trust
trap can arise when lower levels of detected malicious
activity increase managerial trust in the security
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Figure 1. Dynamic trigger hypothesis
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of the system, pushing the perceived risk down and
leading to underinvestment in security and eroded
detection capabilities.
The core of the model presented here recognizes that
when security operations are conducted, errors are made,
and these errors trigger dynamics that can expose systems
to increased risk and vulnerability. Additionally, the
model embodies a theory of learning by doing and of
dynamic decision making, used for the behavioral study of
emerging threats.

2. Information security models
Information security has been explored by using the
system dynamics approach to focus on a number of topics,
including the insider threat and attack problem [1, 23, 26],
understanding security risks [30], and increasing learning
and risk perception [6, 14, 15, 22], among others [for a
good collection of papers on the topic, see 13].
Specifically, our previous work related to insider threat
identification and mitigation was based on empirical
evidence collected by researchers of the CERT
Coordination Center at Carnegie Mellon University’s
Software Engineering Institute with the U.S. Secret
Service.
Following previous work on identification of insider
activity [24, 25], we model learning by using a learningby-doing mechanism. Learning models have been used in
disciplines such as psychology, economics, and
educational research [see Refs. 5, 10, 11, 16-20]. Learning
by doing can be characterized as a reinforcement model of
learning in which the premise is that people learn with
experience [20]. In our research, however, it is salient that
it can be difficult to directly experience the consequences
of many of our decisions [24, 36]. In reinforcement
learning models, learning is achieved by identifying the
outcomes of actions and decisions and assigning utility
that promotes improvement. For example, MartinezMoyano et al. [22, 23], when studying insider-threat
activities and vulnerabilities, use a reinforcement learning
model to capture the mechanism used by security officers
to determine the level of cutoff that maximizes
identification of insider activity.

3. Methods
We use the system dynamics modeling approach to
develop the model presented here [12, 31, 36, 37]. The
system dynamics approach allows researchers to gain
insight into dynamic problems by providing a framework
to identify the causal structure that conditions the
observed behavior of systems. System dynamics modeling
has an orientation toward identifying feedback-rich

endogenous theories potentially useful to explain the
phenomenon of interest.

4. Model description
4.1 Model overview
The model focuses on the interaction that the
implementation of security measures has with attackers’
results, support of the user community, learning, and the
emergence of excessive security measures over time.
Figure 2 shows a sector view of the structure of the model.
Our model emphasizes social and organizational
elements surrounding the implementation of information
security measures in organizations. There seems to be
agreement among researchers in the information security
field that it is important to consider social and
organizational issues in security models [8, 9, 33]. The
inherent importance of social and organizational issues in
the implementation of information security measures
stimulates this trend.
Personnel in information security departments,
malicious insiders, management, and the user community
are actors in the model. The information security
department embodies the effort and decision-making
capacity for information security implementation. In this
construct, we include the information technology
department and other departments that oversee
information security tasks and share responsibility related
to ensuring that the information infrastructure is secure.
This model focuses on insider attacks. According to
Schultz [34, p. 526], citing work by Schultz and Shumway
[35, p. 189], an insider attack is “the intentional misuse of
computer systems by users who are authorized to access
those systems and networks.” Research has been
conducted to investigate the work leading to insider
threats and attacks [2, 8, 9, 27, 33, 34]. Although some
claim that insider security incidents occur far more
frequently than externally-generated incidents [2], others
characterize the claim as a misconception and myth,
tracing it back to old FBI statistics [34]. Aside from this,
however, it seems that “there is no debate that insider
attacks pose a far greater level of risk than do outsider
attacks” [34, p. 527]. Additionally, insights from our work
in military operations are brought into this model.
Particularly, we incorporate a structure that recognizes
that, under certain circumstances, the people in charge of
security-related operations might choose to use
unwarranted force in order to accomplish their mission: to
keep the infrastructure secure. In this model, stopping
attacks and learning how to do this in a more efficient way
without incurring excesses is the focus of the information
security problem depicted.
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Figure 2. Sector overview
The model captures three main processes: the
implementation of security measures, creation of
excessive security measures, and gathering of knowledge
about the system by the members of the security
department in charge of implementing security measures
to protect information assets (the learning process). These
processes are interconnected and are part of the same
complete causal structure that embodies the representation
of a prototypical security implementation process.

4.2 Implementation of security measures
The first area of the model deals with the operation
and implementation of security measures. Figure 3 shows
part of the military operations model developed by
Burke et al. [3], in which, as a result of conducting
operations in the field, insurgents’ potential for attacks is
weakened, influencing the number of attacks that can be
carried out by insurgents and, consequently, influencing
the need for troops on the field and the ultimate number of
troops available for operations.
Figure 4 shows the causal structure that captures the
implementation of security measures and its social impact
in the case of insider threat and attacks in the context of
security operations. As can be observed in Figure 4, the
structure follows that of the military operations model, as
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Figure 3. Partial insurgency model structure
these two contexts share the same underlying mechanisms
related to how attacks are stopped by means of conducting
and implementing special operations adequate for those
contexts.
The main focus of information security is to ensure the
order and stability of an organization or a system by
minimizing attacks, coming from both inside and outside
sources, which may lead to disruptions. Although the
ideal case is to prevent all attacks, this can be difficult and
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Figure 4. Implementation of security measures
not cost effective since the cost of security might be
greater than the likely consequences of small-scale
attacks. Organizations have either implicitly or explicitly
stated thresholds that guide their efforts to discern when
action is warranted [22-24]. A joint U.S. Secret Service
and CERT Coordination Center study on actual insider
crimes [29] discusses how managers’ decisions geared to
enhancing productivity and performance in organizations
unintentionally increase the risk of insider attacks [1, 29].
In our model, the organization has a security plan. This
security plan describes the number and types of measures
needed to be taken to prevent insider attacks. In some
cases, these plans include provisions mandated by law.
For example, legislation such as the Sarbanes-Oxley Act
of 2002 and the Health Insurance Portability and
Accountability Act of 1996 mandate that organizations
implement measures to ensure security and privacy of
information [38-40].
In the model, the information security department
implements security measures to decrease the level of
insider attacks by decreasing the attackers’ potential for
attack or the exploitable vulnerabilities of the system (see
“stopping the attacks” loop in Figure 4). As more security
measures are implemented, less potential for inside attack
is available, so the number of actual insider attacks is
decreased.
As insider attacks decrease, the perceived need for
security-related
effort
decreases,
bringing
the
implementation of security measures down. The inherent
need for security-related effort, however, is not likely to
change. This feedback mechanism has a balancing effect
because the result of implementing security measures,
when successful, is a decreased perceived need for them
over time. Security measures decrease the potential for
inside attack; for example, the ability to have
unauthorized access to files or systems and the possibility

to guess other users’ access codes can be counted as
resources for insider attacks. Security measures restrict
these abilities or decrease the possibilities of using these
against the organization. Decreasing the potential for
insiders to attack decreases the number of insider attacks.
Additionally, Figure 5 shows that the implementation of
security measures is a function of the effort exerted by the
information security department (people) and their
efficiency in the use of resources.
Increased insider attacks require more security
measures to be taken, which can be done by having more
information security professionals or higher efficacy in
the use of resources. Increase in effort will help the
organization implement more measures, resulting in less
successful attacks over time. In addition, as insider attacks
create disruptions in the order and stability of the
information infrastructure of the organization, making the
perceived level of threat to the system higher, new
security measures are taken to close the information
security gaps in the system. In successful cases, added
security measures are of capable preventing insider
attacks and additional disruptions in the system.
The implementation of security measures, however,
also disrupts the normality of the operations in the
organization, decreasing the support of management and
the user community.
As Davis and Silver [7] identified in their post-9/11
investigations, high perceived levels of threat to the
system increase the support of management and users for
security departments’ actions when a high level of trust in
the security department exists. Since information security
is the responsibility of the whole organization, not just the
information security department, keeping this support
level high is crucial for the department.
When the system is threatened due to insider attacks,
and the level of trust in the security department is low, the
support of management and of the user community can
decline and create potential security risks and system
vulnerabilities [7]. A decline in support for information
security initiatives may lead users to neglect their roles in
information security and engage in actions such as not
locking their computer systems while away from them,
sharing passwords with others, opening unsafe
attachments to emails, etc. (like sharing their passwords
with others). A recent survey indicates that 50% of users
write down their passwords and 33% share them with
others in the organization on a regular basis.
Management and users who support the information
security department increase the likelihood of success
against insider attacks by not allowing opportunities to
arise for malicious insiders to exploit.
The support of the user community influences the
trust in the security department’s actions, which, in turn,
positively influences the support of the user community,
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Figure 5. Expanded causal mechanisms
creating a reinforcing cycle of increasing trust. However,
this same cycle can turn into a spiral of declining trust
under adverse circumstances in the organization.
Management and users’ support will increase trust in the
department’s actions, yielding higher efficiency in the
implementation of security measures.

4.3 Excessive security measures
Increases in insider attacks lead to decreased order
and stability in the organization and to higher perceived
levels of threat to the system. Increased insider attacks
also decrease the perceived effectiveness of the security
measures implemented, which has an effect on the level of
trust in the security department actions that management
and the user community have. Decreased levels of
perceived effectiveness of security measures influence the
perceived need and willingness to engage in excessive
security measures to be able to contain the attacks
experienced, which increases the number of excessive
security measures. When excessive security measures
grow, the perception of security measures in use as being
excessive also grows, decreasing management and user
support as well as trust in the security department. This
creates the conditions for increased risk and vulnerability.
However, under conditions of high trust and a high

perceived level of threat to the system, the use of
excessive security measures can potentially be perceived
by management and the user community as necessary, and
measures will be implemented adequately, creating more
secure conditions in the system. Figure 6 shows the causal
structure that potentially explains the existence of
excessive security measures in organizational systems.
Requiring multiple passwords to access data, forcing
users to have complex password combinations, and long
procedures to gain access to different levels of data can be
counted as normal security measures. Excessive measures
could be conceived as applying the previously listed
measures in an unnecessary, extremely burdensome,
coercive manner. For example, instead of having one
letter, one character, and one number in an eightcharacter-minimum password, forcing users to have more
complex and longer passwords, such as 20 characters
minimum, can be identified as excessive.
Although to many, excessive security measures
provide sound solutions to the insider threat, this type of
measure also may become part of the problem by
decreasing the efficiency of the organization, disrupting
normal operations, and making management and user
support for the department dubious. Excesses by
themselves disrupt the order of the organization and
inconvenience management and users. Losing credibility
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Figure 6. Excessive security measures
and trust will lead members of the information security
task force to make mistakes, reducing their efficiency in
the use of resources and causing implementation failures
that lead to a higher risk of insider attacks. Furthermore,
reduced efficiency in implementing security measures can
lead to a higher risk of system vulnerability and to
additional excessive security measures to try to solve the
problems generated.
Excessive security measures, in combination with
low levels of trust in the security department’s actions,
have the potential to create problems, such as users
leaving their systems open while unattended or users
writing their extremely complex passwords in papers and
putting them next to their monitors, allowing for eroded
system security and higher system vulnerability. In order
to fix these problems created by excessive security
measures, changes in the security plan are warranted,
requiring additional effort in the design and
implementation of new security measures.

4.4 Knowledge gathering
Implementing security measures allows knowledge to
be generated via experience. Our model captures this
learning process with a learning-by-doing mechanism.
The right-hand side of Figure 7 shows the causal structure
of this process.
A crucial element of an efficient information security
process is the accumulation of the necessary knowledge
about the system and about the problems existent in it.
Implementing security measures gives information
security specialists opportunities for gathering knowledge
through experience. As more implementations are
conducted, more knowledge can potentially be gathered.
This process is the basis of learning-on-the-job and of
learning-by-doing theories of organizational training and
improvement.
Accumulated knowledge about the system, its
vulnerabilities, and its inherent problems helps increase
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the efficiency of the security department’s resources,
leading to enhanced implementation of security measures.
Better implementation of security measures leads to an
even higher level of knowledge, closing a crucial
reinforcing cycle that can be an engine of continuous
security improvement over time.
Management and users play a crucial role in
knowledge generation by providing adequate and timely
feedback to information security officers. Most of the
time, there are champion users who are proactive in
informing system administrators about system issues and
problems. Increased user support increases the availability
of user knowledge to the information security department
making knowledge gathering and accumulation an easier
endeavor. This important source of knowledge helps the
security department gather knowledge about the process
of implementation and about actual and potential
problems and vulnerabilities in the system. Cooke [6]
stresses the crucial role of learning in security systems
(specifically from incidents) when he indicates that
“failure to learn from precursor incidents is a ubiquitous

trait in all kinds of safety and security problems” [6, p.
140].
The existence of trained security specialists is a very
important element of the knowledge gathering process.
Trained specialists have better chances to recognize
critical success factors and, due to their training, are likely
to be more responsive to the available information and
communicate better with management and users than
other professionals.
Even excessive security measures contribute to the
knowledge gathering process. Implementation of
excessive security measures generates knowledge about
the results of such implementations that contributes to the
overall knowledge about the system available for future
implementations. Excessive security measures, however,
decrease management and user support, hurting the
security department’s credibility and thus decreasing its
efficiency. Additionally, declining levels of support from
managers and the user community decrease their
availability and willingness to provide actionable
knowledge and feedback, thereby hurting the knowledge
gathering process.
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Figure 7. Knowledge gathering
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5. Conclusions
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