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Abstract—Security is an essential service for wired and
wireless network communication. This work concerned with
a particularly sever security attack that affects the ad hoc
networks routing protocols, called “wormhole attack”. There
are many solutions to detect and prevent this attack like
packet leashes, cluster base, hop count analysis etc., but none
of them is perfect solution. This paper contains a proposal
for new technique for wormhole avoidance. Proposed
technique has been implemented with NS2 simulator over
the DSR protocol. This technique for wormhole avoidance
addresses the malicious nodes and avoids the routes having
wormhole nodes without affecting the overall performance
of the network. The performance metrics used for evaluating
network performance are jitter, throughput and end to end
delay. The performance of proposed techniques is good.
Keywords - MANET, Wormhole, DSR, Network

Security.
I.

INTRODUCTION

With the rapid development in wireless technology, ad
hoc networks have emerged in many forms. These
networks operate in the license free frequency band and do
not require any investment in infrastructure, making them
attractive for military and selected commercial
applications. However, there are many unsolved problems
in ad hoc networks; securing the network being one of the
major concerns. Ad hoc networks are vulnerable to attacks
due to many reasons; amongst them are lack of secure
boundaries, threats from compromised nodes inside the
network, lack of centralized management facility,
restricted power supply, scalability etc.
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Figure 1. Fig.1 Example of wormhole

A particularly severe security attack is the wormhole
attack. During the attack a malicious node captures packets
from one location in the network, and tunnels them to
another malicious node at a distant point, which replays
them locally. The tunnel can be established in many ways,
such as through an out-of-band hidden channel (e.g., a
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wired link), packet encapsulation, or high powered
transmission. This tunnel makes the tunneled packet arrive
either sooner or with less number of hops compared to the
packets transmitted over normal multihop routes. It creates
the illusion that the two end points of the tunnel are very
close to each other. [6] [15]
Here Fig.1 shows an example of wormhole attack. A
network under a wormhole attack. Intruders A and B are
connected by an off-channel link (i.e. wired or satellite
link), which they use to tunnel network data from one end
of the network to the other. Without a wormhole, nodes 7
and 3 are 4 hops apart, - their messages to each other
should go through nodes 2, 6, and 5. When intruders A and
B activate a wormhole, nodes 7 and 3 are able to directly
overhear each others’ messages, and are lead to believe
they are immediate neighbors. Once this happens, all
further communications between nodes 3 and 7 will be
going through the wormhole link introduced by A and B.
II.

RELATED WORK

Unfortunately, the wormhole attack can not be defeated
by crypto-graphical measures, as wormhole attackers do
not create separate packets - they simply replay packets
already existing on the network, which pass all
cryptographic checks. Since wormhole attack such a
severe thread to ad hoc network security, several
researchers have worked on preventing or detecting
wormhole attacks specifically [14].
A. Problem Statement
This section describes wormhole attacks nature and
problem statement. A wormhole attack is a particularly
severe attack on MANET routing where two attackers
connected by a high speed off-channel link called the
wormhole link. The wormhole link can be established by
using a network cable and any form of “wired” link
technology or a long-range wireless transmission in a
different band. The end-point of this link (wormhole
nodes) is equipped with radio transceivers compatible with
the ad hoc or sensor network to be attacked.
Once the wormhole link is established, the adversary
record the wireless data they overhear, forward it to each
other, and replays the packets through the wormhole link
at the other end of the network. Replaying valid network
messages at improper places, wormhole attackers can
make far apart nodes believe they are immediate
neighbors, and force all communications between affected
nodes to go though them. We can think of wormhole attack
as a two phase process launched by one or several
malicious nodes. In the first phase, these malicious nodes,
called wormhole nodes, try to lure legitimate nodes to send
data to other nodes via them. In the second phase,
wormhole nodes could exploit the data in variety of ways.
[5] [14]

B. General Approaches
Several solutions have been proposed for the wormhole
attack avoidance, the solutions can be categorized into
location based, time based, key based, statistics, and graph
based solutions etc. Wormhole attack has different modes,
classification and threats to network. There are different
solutions to detect and prevent this attack based on the
environment like packet lashes (geographical and
temporal), time of flight, node monitoring, directional
antenna etc. GPS-based solutions are particularly
interesting. But GPS-based wormhole combating
techniques can not be used where GPS does not work.
Whereas temporal leashes require much tighter clock
synchronization but do not rely on GPS information. The
level of time synchronization required for temporal leashes
(on the order of nanoseconds) not currently practical and
impossible in wireless ad hoc networks. Cluster based, hop
count analysis and statistical analysis, neighbor node
monitoring techniques are unlike of some of its
predecessors does not require any specialized hardware for
detecting attack but to some extent. Statistical analysis
works only with multi-path on demand protocols. Where
hop count analysis is an interesting solution but causes a
high load on the network since routing messages must be
flooded over the network several times during one single
route discovery process. In spite of many solutions, this
attack is a particularly sever security attack that affects the
ad hoc networks routing protocols, hence prevention of
this attack is a major issue in MANETs security.
C. DSR in MANET
The proposed approach have been implemented by
considering DSR (Dynamic Source Routing) protocol.
Existing DSR working has been modified in order to detect
and prevent wormhole nodes in an adhoc network. The
Dynamic Source Routing (DSR) specifically designed for
use in multi-hop wireless ad hoc network. The DSR
protocol does not require any existing network
infrastructure or central administration and is completely
self organizing and self-configuring. This protocol
basically consists of two mechanisms: Route Discovery
and Route Maintenance, where the route discovery
mechanism handles the establishment of routes and the
route maintenance mechanism keeps update the route
information.
DSR is an on demand routing protocol, which means
that no data is sent periodically and therefore it scales
routing traffic and avoid the overhead package. The entire
route in this routing protocol is known before the
beginning of packet transmission and it stores the route
information in a route cache[19].
When a node A sends a packet to the destination node
C, it first searches its route cache for a suitable route. If no
route from A to node C exists in the route cache, node A
initiates Route Discovery by sending out a ROUTE
REQUEST(RREQ) message in order to find a route to C.
The sending node is referred as the initiator and the
destination node, as the target. It is also necessary to
maintain the route that are stored in the Route Cache since
nodes move in and out of the transmission range of the
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other nodes in the adhoc network, and thereby creates and
break routes.
III.

PROPOSED SOLUTION

A. Proposed Technique
Research methodologies for the proposed technique are
related to the analysis of the misbehaving nodes which are
responsible for the wormhole attacks in the MANET.
Mainly in the Wormhole attack, traffics for the network
are redirected to the mobile node in the network which not
at all exists in the network. Thus in this case the network
traffic is redirected into the one of the special mobile node
such node is called as wormhole node. The wormhole
attack has two characteristics: first one, the misbehave
node advertise itself regarding to the information that it has
shortest route to the destination with the intention of
dropping the packets or intercepting packets in the routing
protocols like DSR, AODV. Intercepted packets then
consumed by the node: this is the second characteristics.
For the simulation of the wormhole attack, the proposed
technique works on the misbehaving nodes simulation on
the DSR protocol and prevention of it using ns2 simulator
and red hat Linux 5.0 environment.
The proposed technique is focused on the
detection of the misbehaving nodes and tries to prevent
doing wormhole attack on the network by preventing
those nodes from the current routing paths and select the
alternative path by again doing the route discovery
procedure for the same. In this technique of wormhole
avoidance, existing DSR protocol is modified with the
functionality of wormhole attack detection and
prevention. It fires the message of wormhole node
detection in the path without affecting the overall
performance of the network. Proposed DSR detects such
nodes and the routes which contains the misbehaving
nodes, are simply dropped and not added into the routing
table of the DSR so that in future that routes are not used
in any communication. For evaluating the network
performance three parameters jitter, throughput, and delay
has been used.
B. Simulation Environment
Simulation is a fundamental tool in the development
of routing protocols, because the difficulty to deploy and
debug them in real networks. The simulation eases the
analyzing and the verification of the protocols, mainly in
large-scale systems. Network Simulator-Version 2, widely
known as NS2, is simply an event driven simulation tool
that has proved useful in studying the dynamic nature of
communication networks. Simulation of wired as well as
wireless network functions and protocols (e.g., routing
algorithms, TCP, UDP) can be done using NS2. In
general, NS2 provides users with a way of specifying such
network protocols and simulating their corresponding
behaviors.
To visualize the result it is possible to use a
Network Animator (NAM) in NS2 environment. But in
the NAM, wireless network simulation is not visualize
properly as there is no extensive support in the NAM for
the wireless simulation. Thus for the wireless simulation

one more tool was developed which is called as iNSpect
tool. For iNSpect tools, trace file output is needed as the
input which is generated from the simulation script. Trace
file contains the simulation results. This trace file is
generated by the NS which contains the information
related to the topology, nodes movement, routes, packets
received, drops etc. For implementing proposed
technique, we are considering a network of 5 nodes. The
iNSpect visualization screen for such a network is shown
in Fig. 2.

Protocol

used

Transport

Mobility

IV.

UDP

/

For transport the

TCP

packet

100 (m/s)

Speed of node
with which they
are moving

RESULT AND ANALYSIS

A. Simulation script result
We have taken the simulation scenario of 5 nodes in
which nodes 1 and 4 are the wormhole nodes. After
running simulation script with 5 nodes, nodes 1 and 4
detected as the misbehaving nodes. From the output on
the command prompt, it shows the detection of such
nodes and then later they are prevented by taking the other
routes for the communication of the same. As shown in
Fig 3, it’s clear that node 4 in the network is wormhole
and then whenever during simulation, node 4 comes in
the routing path, then that node is removed from the path
and take another route for the same in order to successful
transmission of the data from source node to destination.
The same is the case when node 1 acting as wormhole as
shown in Fig. 4.
Figure 2.

Fig.2 iNSpect simulation results for the 5 nodes simulation

As the proposed approach have been implemented
with NS2 simulator. The experimental setup of the
network parameters which has been used for simulation
are shown in Table1.
TABLE I.

TABLE1. NETWORK PARAMETERS

Parameter
Simulation

Value
600Sec

time
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Physical area in
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Fig.3 Node 4 acting as wormhole
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Figure 3. Fig.4 Node 1 acting as wormhole
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Following are overall scenario for the existing DSR

0.0015

Average End to end delay: 0.0011 sec
Average Throughput: 380 packets/TTL

0.001

Average Jitter: 0.00026 Sec

D…
0.0005

Following are overall scenario for the modified DSR
Average End to end delay: 0.0012

0
Existing DSR

Average Throughput: 375 packets/TTL

Wormhole-DSR

Average Jitter: 0.00015 Sec
Thus results shows that for jitter and throughput, on the
average both existing and proposed approaches have
minor difference in their values as shown in table 2. and
for end to end delay both existing and proposed approach
have almost similar values. These small variation is due to
wormhole attack detection and new route discovery. Thus
without affecting the overall performance of the network
new technique for wormhole avoidance have been
implemented.
TABLE II.

No.
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Throuhgput
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380
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TABLE 2: COMPARISON OF EXISTING DSR AND
MODIFIED DSR

Techniq

Figure 4. Fig.5 Comparison of existing DSR and modified DSR (for
wormhole prevention) for parameters Jitter and Delay
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Jitter
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Existing DSR
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Figure 5. Fig.6 Comparison of existing DSR and modified DSR (for
wormhole prevention) for parameter Throughput
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Comparison charts shown in Fig.5 and Fig.6 shows
negligible change in performance metrics (jitter, delay and
throughput) after implementing the modified DSR for
wormhole avoidance, which does not disturb the network
performance but detects the wormhole nodes successfully
in the path and the routes having such nodes are simply
dropped and not taken in the future. As the number of
nodes and network size grows, this performance level
goes to the equal performance for both existing DSR and
modified DSR system. Thus the proposed approach is
showing security enhancement while maintaining the
performance level and overall system lifetime.

COMPARISON CHARTS

VI.

CONCLUSION

Presence of the attacks in the network or misbehaving
nodes in the network is one of the major security issues
for the MANET. This work concerned with a particularly
sever security attack that affects the ad hoc networks
routing protocols, called wormhole attack. The proposed
approach simulates the wormhole nodes and misbehaving
nodes and finds the ways to detect and prevent it. The
routing protocols which is used here is the dynamic source
routing protocol (DSR), which is modified in order to
prevent wormhole attack in MANETs. Simulations results
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shows how selfish nodes or malicious nodes comes into
the routing and when they are found in any routing path,
proposed DSR detects such nodes and the routes which
contains the misbehaving nodes, are simply dropped and
not added into the routing table of the DSR so that in
future that routes are not used in any communication. It
fires the message of wormhole node detection without
disturbing the network performance for parameters jitter,
throughput and end to end delay.
This type of wormhole analysis is important to account
for possible new dangers and variations of this attack.
Furthermore, it can help in putting some constraints on the
network topology to design a robust network for such
attacks, and in the design of new and more powerful attack
countermeasures.
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