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COTS or other reusable components can pro-
vide significant user capabilities within limited
costs and development time, and more COTS
products are becoming available to provide
needed user functions. 

We see how these economic drivers are re-
shaping software development in the six-year
trend for COTS-based applications (CBAs) in
USC’s annual series of rapidly developed cam-
pus electronic services applications. Figure 1
shows the percentage of CBAs has risen from
28 percent in 1997 to 70 percent in 2002. In
1997, for example, most development teams
programmed their own search engines and
Web crawlers. By 2002, these functions were
readily available as COTS or open source
packages, enabling the teams to provide much
more user capability within a short (24-week)
definition, development, and deployment
schedule. The Standish Group’s 2000 survey

found similar results (54 percent) in industry.1

Traditional software process models fail to
accommodate many challenges of using COTS,
however, because their process guidance is
overly sequential (as with waterfall-based mod-
els2) or underdetermined (such as EPIC3). This
often leads to the selection of best-of-breed but
incompatible COTS products, without consid-
ering the increased costs and reduced benefits
incurred by trying to glue these together. CBA
project analyses conducted while developing
the Constructive COTS-based development
(COCOTS) cost estimation model4 led us to evolve
a value-based set of processes that helps CBA
project teams avoid or minimize such value
losses. We use a supply chain example to illus-
trate how the CBA process-decision framework
enables CBA projects to generate process ele-
ment combinations that best fit their project sit-
uation and dynamics. 

focus
Value-Based Processes for
COTS-Based Applications

E
conomic imperatives are changing the nature of software devel-
opment processes to reflect both the opportunities and challenges
of using COTS products. Processes are increasingly moving away
from the time-consuming composition of custom software from

lines of code (although these processes still apply for developing the COTS
products themselves) toward assessment, tailoring, and integration of
COTS or other reusable components. Two factors are driving this change: 
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Five principles for CBA
development

We define a COTS-based application as a
system for which COTS products provide at
least 30 percent of the end-user functionality
(in terms of functional elements: inputs, out-
puts, queries, external interfaces, and internal
files) and COTS considerations consume at
least 10 percent of development effort. We
observed similar behavioral CBA boundaries
in the e-services projects.5 Projects with low
COTS-related effort often had considerable
COTS infrastructure but relatively little COTS
end-user functionality.

Our value-based set of processes for CBAs
includes five primary principles, an associated
process framework, and a set of composable
process elements for developing CBAs. These
are the principles for CBA development:

1. Process happens where the effort happens.
2. Don’t start with “requirements.”
3. Avoid premature commitments, but have

and use a plan.
4. Buy information early to reduce risk and

rework.
5. Prepare for COTS change.

Process happens where the effort happens
For CBAs, we define the three primary

sources of effort:

■ Assessment: Evaluating and selecting
COTS products as viable components for
a user application

■ Tailoring: Configuring COTS software
products for use in a specific context

■ Glue-code development: Designing, devel-
oping, and using code to ensure that
COTS products interoperate satisfactorily
to support the user application

Figure 2 shows the CBA effort distributions
for USC campus e-services applications and
large industry-government CBAs. (The larger
CBAs also averaged 13 percent additional ef-
fort for adapting to new releases; we’ll discuss
this in a moment.) We also found that similar
effort distributions tended to produce similar
process sequences.

Figure 2 shows that no one-size-fits-all ef-
fort distribution or development process exists
for CBAs. Some projects, particularly in the
small e-services area, focused almost exclu-

sively on assessment, with little tailoring or
glue code required once the COTS products
were selected. Others, generally applications
supported by large, single COTS enterprise re-
source planning or Web portal packages, pri-
marily required tailoring. Some CBAs needed
extensive glue code development and integra-
tion because the selected best-of-breed COTS
packages weren’t designed to operate with
each other. And some projects demanded a
great deal effort in all three areas.
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Figure 1. COTS-based
applications’ growth in
USC e-service projects.
(2000 data courtesy of
the Standish Group)
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This variation implies the need for an inte-
grated product and process development ap-
proach, as in the Capability Maturity Model
Integrated guidelines.6

Don’t start with “requirements”
The Merriam-Webster Dictionary defines a

requirement as “something claimed or asked for
by right and authority.” Once the developers,
customers, and users agree to call something a
“requirement,” many customers and users will
see the requirement as non-negotiable. This puts
the developer on a fixed-price project or the cus-
tomer on a cost-plus project in the untenable po-
sition of managing unmanageable expectations
or overconstrained COTS solution options. Fun-
damentally, something isn’t a requirement if you
can’t afford it.

This presents serious problems for require-
ments-first CBA processes such as waterfall-
variant processes.2 These are better than a pure
waterfall for concurrent COTS package evalu-
ation, selection, and requirements analysis. But
committing to requirements before performing
design and glueware integration analysis will
likely create architectural mismatch problems,
often causing factor-of-four schedule overruns
and factor-of-five budget overruns.7

This kind of problem will confront organi-
zations whose official acquisition processes are
requirements-first waterfall models. It can even
be a problem in agile methods such as Extreme
Programming that espouse simple design and
refactoring as the silver bullet for accommo-
dating requirements change. If your early agile
iterations for initial users lock you into a
COTS product with limited growth potential,
no amount of refactoring will get the COTS
product to, for example, double its throughput
when this is needed for later iterations.

In such cases, the best you can do is rein-
terpret the process, invest in enough concur-
rent engineering of overall requirements and
COTS-based design to ensure a feasible com-
bination before setting user expectations, and
have a much later system requirements review
that includes a viable system design and a COTS
integration feasibility demonstration. Risk
analysis (Principle 4) is key here.

Avoid premature commitments, but have 
and use a plan

So you follow Principle 2, but you still need
a process model with enough planning content

to let you monitor the project’s progress to-
ward completion. EPIC offers an example of
an underdetermined CBA process model.3 It
can identify and provide insights on important
COTS considerations, but its lack of interme-
diate milestones leaves it open to at least three
major problems:

■ It lacks guidance for what steps to per-
form next or how long to perform them. 

■ It generates very little status information
for communicating and controlling progress
toward completion. 

■ It increases the likelihood of nonconver-
gence, as in the “study-wait-study” cycle
of performing a COTS evaluation study,
noting that better new COTS capabilities
were on the horizon, and waiting to per-
form a new study that concludes the same
thing and repeats the loop.

Buy information early to reduce risk 
and rework

Project teams often scope the COTS as-
sessment and selection process on the basis of
COTS products’ likely cost. A better scope
criterion is the amount of risk exposure
(probability of loss � value of loss) involved
in choosing the wrong combination. For ex-
ample, a supply chain project team scoped
its assessment based on the COTS products’
cost of US$200,000, but the loss from pick-
ing an incompatible combination of best-of-
breed COTS products ran about $3 million
plus eight months of delay. Had they invested
more than $200,000 in COTS assessment to in-
clude interoperability prototyping, they would
have been able to switch to a more compati-
ble COTS combination with only minor losses
in effectiveness and without expensive, late
rework.

The risk-driven spiral model offers a good
process framework for addressing “how much
COTS assessment is enough” issues. One good
example8 balances the risk of erroneous
choices from insufficient COTS assessment
with the risk of delay from excessive COTS as-
sessment, to find a risk-driven “sweet spot”
for the amount of COTS assessment effort.
However, the general spiral model resembles
the EPIC model in not providing COTS-spe-
cific process milestones and decision points.
We provide a COTS-specialized spiral process
framework and process elements here.
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Prepare for COTS change
An annual survey of COTS change charac-

teristics conducted at the aerospace-related
Ground System Architectures Workshops re-
ports that vendors upgrade their COTS prod-
ucts every 10 months, on average. The surveys
also show that releases go unsupported after
an average of three releases. Thus, if you at-
tempt to stabilize on COTS release 3.0, you
will typically find it going unsupported with
release 6.0 about 30 months later. Or, if you
outsource the development of a large applica-
tion that takes more than 30 months, you may
find that it’s delivered with unsupported
COTS releases. One large COCOTS calibration
project had 120 COTS products delivered, 55
of which (46 percent) were no longer vendor-
supported.

The challenge of vendor-controlled COTS
change becomes even greater during software
maintenance. The more COTS products an ap-
plication has, the greater the challenge will be;
an application with 120 COTS products would
likely have an average of 12 new releases per
month. If the COTS products are tightly cou-
pled, the maintenance effort can scale as high as
the square of the number of products.9,10 Fur-
thermore, as COTS vendors try for competitive
differentiation, they are likely to introduce new
features that are incompatible with those of
other COTS products.

These challenges don’t mean application
developers have no way to cope with COTS
change. Useful strategies include 

■ investing effort in a proactive COTS mar-
ket-watch activity;

■ developing win-win rather than adversar-
ial relations with COTS vendors;

■ reducing the number of COTS products
and vendors;

■ reducing inter-COTS coupling via wrappers,
mediators, or interoperability standards;

■ contracting for delivery of latest-release
COTS products; and

■ developing and evolving a lifecycle COTS
refresh strategy that’s synchronized with
business cycles (such as annual product
models or 18-month operator retraining
cycles), using tailored versions of the
process framework discussed next. 

Further discussion of CBA maintenance les-
sons appears elsewhere.11

Value-based CBA process decision
framework

In analyzing both USC e-services and industry
CBA projects, we found that the better projects
handled their individual assessment, tailoring,
and glue code activities in similar ways at the
process element level. We also found that these
process elements fit into a recursive and reen-
trant decision framework that accommodates
concurrent CBA activities and frequent go-backs
based on new and evolving client needs and risk
considerations. We therefore present a value-
based CBA process decision framework and
three composable process elements as a COTS-
specialized risk-driven spiral framework.

Process elements
Figure 3 illustrates the overall CBA deci-

sion framework comprising the assessment,
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tailoring, glue code, and custom code develop-
ment process elements within an overall devel-
opment life cycle. This scheme was developed
from and is consistent with the CBA activity
distributions in Figure 2. We summarize the
less obvious aspects of each process area next,
focusing on three of the process elements (P3,
P10, and P11) in more detail later.

P1: Identify stakeholders’ desired objectives,
constraints, and priorities (OC&Ps). First,
stakeholders must identify and prioritize their
value propositions (about features, platforms,
performance, budgets, schedules, and so on)
and negotiate a mutually satisfactory or win-
win set of objectives, constraints, and priori-
ties.12 As the project progresses, risk consider-
ations, stakeholders’ priority changes, new
COTS releases, and other dynamic considera-
tions can alter the OC&Ps. In particular, if the
team identifies no suitable COTS packages
(P6), the stakeholders can change the OC&Ps,
and the process begins anew with these revised
considerations.

P2: Do relevant COTS products exist? In most
cases, stakeholders know of some available
COTS packages that can provide part or all
needed functionalities. COTS assessment then
helps them determine the best option. However,
the project will follow a custom-development
approach if the stakeholders realize that no
relevant COTS products are available.

P4: Is tailoring required? When a certain
COTS product can satisfy all the OC&Ps, ap-
plication code or glue code isn’t necessary.
The team might still need to tailor the selected
COTS to work for the specific system con-
text. 

P5: Will multiple COTS cover all OC&Ps? If a
combination of COTS products can satisfy all
OC&Ps, integrate them with glue code. Oth-
erwise, combine COTS packages to cover as
many OC&Ps as feasible and develop custom
code to cover what remains. The supply chain
example mentioned previously shows us the
assessment should address multi-COTS inte-
gration and glue-code risks.

P6: Can we adjust OC&Ps? When you can’t
identify any acceptable COTS products, reex-
amine the OC&Ps for areas that may allow

more options. Can any constraints or priori-
ties be relaxed? Can the objectives (easier to
modify than “requirements”) be modified to
enable consideration of more products? Are
there analogous areas in which to look for
more products and alternatives? 

P8: Coordinate application code development
and glue-code effort. Custom components
must eventually be integrated with the chosen
COTS products. To ensure the custom inter-
faces’ compatibility with the COTS products
and the particular glue-code connectors used,
coordinate the glue-code effort with the cus-
tom development. This coordination should
continue through the concurrent development
of custom code and glue code (P9, P10).

The framework in Figure 3 looks sequen-
tial, but its elements support recursive and
reentrant use to support the frequent go-backs
involved in CBA processes. These can include
the emergence of new COTS candidates or re-
leases, changes in enterprise-wide COTS pref-
erences, or the emergence of important new
users with additional value propositions or
OC&Ps. We’ve studied these and found fre-
quently occurring ATGC patterns or “genetic
codes” that characterize CBA processes.13

P3: Assessment element
Current COTS assessment process ap-

proaches identify key tasks and artifacts14–16

but fail to address the concurrency and high
coupling among COTS assessment, tailoring,
and glue code development. Figure 4 shows
the CBA assessment steps that provide these
links.

Entry conditions include the stakeholders’
negotiated system OC&Ps and the availability
of relevant COTS products.

A1: Establish evaluation requirements. This
step includes establishing COTS evaluation cri-
teria and their corresponding weights, busi-
ness scenarios, and COTS candidates. These
derive from the OC&Ps. In the supply chain
application, separate OC&Ps were initially
defined for the application’s enterprise re-
source planning (purchasing, receiving, sales,
accounting, and shipping), advanced planning
and scheduling (demand, production, distribu-
tion planning and scheduling), transportation
management, and customer relationship man-
agement parts.



A2: Initial filtering. Initial assessment tries to
quickly filter out the COTS packages that don’t
meet the evaluation criteria. This reduces the
number of COTS candidates needing detailed
evaluation. If no available COTS products
pass this filtering, this assessment element
ends up at the “none acceptable” exit.

A3: Prepare for detailed assessment. Remaining
COTS candidates undergo more detailed assess-
ment, and some cases require multiple rounds of
detailed assessment to incorporate iteratively re-
fined evaluation criteria. Example preparation
activities include vendor contact, obtaining the
COTS product (or a test version), installation,
and refining evaluation criteria and weights. 

The supply chain application started with
an $80,000 effort to use separate weighted-
sum evaluations of the best-of-breed enter-
prise resource planning, advanced planning
and scheduling, transportation management,
and customer relationship management COTS
package candidates based on documentation
reviews, demos, and reference checking. The
team belatedly found the resulting best-of-
breed COTS choices to have many technical
and business-model-assumption incompatibil-
ities, leading to the $3 million, eight-month
overrun and associated system effectiveness
shortfalls. A better approach would have been
to use the separate analyses to further filter the
leading choices and identify the major inter-
operability risk exposures, then use the size of
the overall risk exposure to scope a more de-
tailed COTS interoperability assessment, as in
the next step.

A4: Conduct a detailed assessment. This step
applies such techniques as prototyping, black-
box testing, interoperability testing, and busi-
ness-case analysis on COTS candidates to
evaluate their relative fitness. Often, to obtain
satisfactory evaluation data the team must tai-
lor some COTS products (to assess usability,
for example) and develop glue code to inte-
grate some of the COTS with each other and
with the overall system (to assess interoper-
ability). Therefore, the tailoring and glue-code
process elements (discussed in the P11 section)
might be initiated separately or concurrently
to support detailed assessment. 

A5: Collect evaluation data and analyze evalu-
ation results. The team collects data and in-

formation about each COTS candidate and
analyzes it against evaluation criteria to facili-
tate trade-offs and decision making. In this
step, a screening matrix or analytic hierarchy
process is a useful and common approach to
analyze collected evaluation data. 

A6: Is there a clear COTS choice? This step 
establishes the exit direction from the COTS
assessment process: 

■ Single full COTS solution best: A single
COTS product covers all desired OC&Ps.

■ Partial COTS solution best: A single
COTS product or a combination of COTS
products will work but covers only some
OC&Ps, requiring custom development or
glue code development to meet all desired
OC&Ps.

■ No acceptable COTS: Pure custom devel-
opment is the optimal solution unless
stakeholders are willing to adjust unsatis-
fied OC&Ps.

Market trend analysis often proves useful for
ensuring relevant, up-to-date assessment infor-
mation. For example, use a market watch activ-
ity to get the latest information regarding COTS
products or standards, and collect COTS infor-
mation from current users.
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We also developed a set of three lightweight
assessment process guidelines: 

■ The COTS assessment background docu-
ment provides the essential set of OC&Ps
and situation background needed to per-
form the COTS assessment.

■ The COTS assessment plan document cov-
ers the “why/whereas, what/when, who/
where, how, and how much” aspects of
the activity being planned.

■ The COTS assessment report document
presents the major results, conclusions,
and recommendations.17

The ISO/IEC 14598-4 standard16 defines a set
of artifacts with similar goals, but we found it
important to include some specific guidance
not found in the standard. This guidance in-
cludes results-chain analysis, value-based
OC&P identification, and process planning to
support concurrent COTS assessment, tailor-
ing, and glue-code activities. 

P11: Tailoring element
In most cases, you must tailor COTS pack-

ages to work in a specific system context. Figure
5 illustrates the tailoring process element. It can
be used for a single COTS tailoring activity or to
tailor several COTS products simultaneously.

Entry conditions include the COTS pack-
age to be tailored and the activity that initiates
the tailoring. For example, the COTS compo-
nent can be under consideration by the assess-
ment element, adapted and ready for integra-
tion with other components, or fully assessed

but needing some specialization for the partic-
ular application. This helps determine the exit
direction from tailoring activity.

T1: Identify tailoring options. Tailoring op-
tions include GUI operations, parameter set-
ting, or programming specialized scripts. If a
COTS product has multiple tailoring options,
the team must decide which options to use for
implementing which capabilities. 

T2: Is there a clear best tailoring choice? The
best choice can be determined by either the
COTS component, such as products supporting
a single tailoring method, or by the developers’
tailoring knowledge and skills. If a dominant
COTS tailoring option emerges, developers can
proceed to design and plan the tailoring follow-
ing that option (T5). If multiple tailoring op-
tions remain, developers must evaluate for the
best one (T4).

T3: Perform tailoring-effort versus functional-
ity trade-off analyses. When no single best tai-
loring method choice exists, the team must
perform trade-off analyses between the effort
that available tailoring methods require and
the functionality to be achieved via tailoring.
It’s common, even in the same product do-
main, for the tailoring effort to significantly
vary depending on the COTS package se-
lected. Automated tools such as Microsoft Ex-
cel’s macro recorder can significantly reduce
the tailoring effort. Another factor to consider
is the amount of retailoring that might be re-
quired during a COTS refresh cycle. Addi-
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tional considerations include the need to im-
plement a particular design, the complexity of
tailoring needed, the need for adaptability and
compatibility with other COTS tailoring
choices, and available developer resources.

T4: Is a tailoring-functionality trade-off feasi-
ble? Review the trade-off analyses’ results to
obtain stakeholder commitment before prepar-
ing to do the actual tailoring.

T5: Design and plan tailoring. While tailoring
might be straightforward for nondistributed,
single-solution systems, it can be extremely
complex for large distributed applications
such as enterprise resource planning packages.
In such cases, teams should plan the tailoring.
Planning formats can vary from a simple
checklist of steps to a complete set of UML di-
agrams (programmable tailoring). For the sup-
ply chain interoperability assessment, the team
would choose a few higher-risk interoperabil-
ity scenarios and selectively tailor the COTS
candidates to support them.

P10: Glue-code element
In some fortunate cases, the combination of

COTS and application components being inte-
grated or assessed will easily plug and play to-
gether. If not, developers must define and de-
velop glue code to integrate the components
and perform an evaluation to find the best
combination of COTS products, glue code,
and application code to reduce the risk of the
integrated components failing to perform as
expected. Figure 6 illustrates the activities and
decisions made when working with glue code.

Entry conditions include the combination of
COTS products requiring glueware or custom
code for successful operation and the activity
that initiates the glue-code element. The latter
condition helps determine the exit direction.

G1: Architect and design glueware. The first
step in the glue-code process element involves
designing the glueware required to integrate
the applications. Major architectural consid-
erations include determining interconnection
topology options to minimize interaction
complexity, selecting connectors10 (such as
events, procedure calls, pipes, shared mem-
ory, and database), ensuring support for
connectors and architectural styles provided
by COTS package interfaces, and identifying
architectural mismatches between COTS
packages.7

G2: Is the architecture feasible? This step fo-
cuses on acquiring stakeholder commitment to
a given architecture. If the team determines no
architecture can integrate the selected COTS
packages within project constraints, they
might need to revisit the assessment process el-
ement to identify an alternate combination of
packages.

G3: Is tailoring required? The team must now
determine if tailoring will be necessary to sat-
isfy system OC&Ps. If so, the project will
carry out the tailoring process element to meet
system objectives. These tailoring activities
can be situation-selective (as for the supply
chain assessment prototype) or incremental in
an incrementally fielded application.

G4: Develop glue code and integrate. Finally,
the team implements the connector infrastruc-
ture, develops appropriate interfaces (simulta-
neously with application code interfaces if nec-
essary), and integrates components to build the
application. For the supply chain assessment
prototype, the assessment costs would have ex-
ceeded the $200,000 COTS acquisition costs
but would have been nowhere near the $3 mil-
lion, eight-month risk exposure.
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A pplying the process framework and
guidelines along with the risk-driven
spiral model in the past two years has

led to considerably more effective, efficient,
and predictable execution of over 20 CBA

projects. Its client satisfaction track record of
93.7 percent on-schedule delivery of highest-
value capabilities compares quite favorably
with the Standish Report’s 28 percent on-time
success rates.1
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