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arge, complex software projects are notoriously late to market, of-
ten exhibit quality problems, and don’t always deliver on prom-
ised functionality.! In our companies, we have observed too many
projects that either fail or require significant rework late in their

schedules. Line managers and engineers can’t communicate problems con-

sistently up the chain of command because they fear reprisal or they don’t

have the knowledge or expertise to detect a significant issue. Therefore,

upper management often isn’t sufficiently
warned of serious problems. Architecture re-
views have evolved over the past decade to be-
come a critical part of our continuing efforts
to improve this state of affairs. We use them to
identify project problems before they become
costly to fix and to provide timely information
to upper management so that they can make
better-informed decisions. The reviews also
help identify best practices to projects and so-
cialize such practices across the organization,
thereby improving the organization’s quality
and operations.

An architecture review is a mechanism for
increasing the likelihood that a system archi-
tecture will be complete and consistent. Good
software architecture is critically important
for successful software development. It’s the
key framework for all technical decisions. It
provides the foundation for reuse, using com-
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mercially available software, and getting to
the marketplace fast. In addition, software ar-
chitecture has a profound influence on proj-
ect organizations’ functioning and structure.
Poor architecture can reflect poorly defined
organizations with inherent project inefficien-
cies, poor communication, and poor decision-
making.23

Having evolved from a common ancestor,
the review processes in our four companies
are all similar, embodying the same princi-
ples but varying in implementation. In addi-
tion to review meetings, they include meet-
ing preparation and a mechanism for reporting
on, tracking, and closing important issues.
The architecture review we describe here is
based on the processes our companies use to-
day. The process is rooted in AT&T’s Best
Current Practices: Software Architecture
Validation.*?
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Architecture review value
proposition

Architecture reviews have consistently pro-
duced value for our corporations. We’ve pre-
served the process even in the most difficult
economic and cost-cutting times. Reviews are
valuable because they

m Find design problems early in develop-
ment when they’re less expensive to fix

B Leverage experienced people by using
their expertise and experience to help
other projects in the company

B Let the companies better manage software
components suppliers

B Provide management with better visibility
into technical and project management is-
sues

B Generate good problem descriptions by
having the review team critique them for
consistency and completeness

m Rapidly identify knowledge gaps and estab-
lish training in areas where errors frequently
occur (for example, creating a company-
wide performance course when many re-
views indicated performance issues)

B Promote cross-product knowledge and
learning

m Keep experts engaged

m Spread knowledge of proven practices in
the company by using the review teams to
capture these practices across projects

Since 1988, we’ve conducted more than 700
project reviews. Starting with AT&T, architec-
ture reviews have grown across all our compa-
nies. We estimate that projects of 100,000 non-
commentary source lines of code have saved an
average of US$1 million each by identifying
and resolving problems early.

- . .
Our five principles

Five principles form the basis of our archi-
tecture reviews.

1. A clearly defined problem statement drives
the system architecture. The review looks at the
project as a reasonable solution to the problem
statement. Problem statements contain key con-
siderations and constraints that must be met to
have a solution. One useful way to evaluate a
statement is to see if it has considerations or
constraints in the areas of function, what the
system must do; form, how the system fits into

its environment; economy, the cost of develop-
ing, deploying, or operating the system; and
time, the release dates and the system’s evolv-
ability. There must be a clear problem statement
before an effective review can take place.®

2. Product line and business application proj-
ects require a system architect at all phases.
The system architect, whether a person or small
team, is an explicitly identified role. The archi-
tect must explain the reasons for the technical
decisions that define the system, including alter-
natives considered, and must document choices
in a concise, coherent architecture specification.”

3. Independent experts conduct reviews. The
chosen reviewers are recognized experts in their
fields, generally with considerable experience.
To assure impartiality, they’re also independent
of the particular project under review.%’

4. Reviews are open processes. A review isn’t
a project’s audit or evaluation against some ar-
bitrary standard, nor is it a tutorial or evalu-
ation of the architects’ performance. Thus, the
review team conducts the review openly and in-
vites project members to attend. Everyone in-
volved in the review process can see the archi-
tecture’s issues and strengths and note them
(often on 5 x 8 cards, called snow cards), dis-
playing the cards in the meeting room. An open
approach develops the trust between reviewers
and project members that’s necessary for a suc-
cessful review. The project members don’t ex-
pect the review team to solve the issues but
rather to apply its expertise to uncover issues.

5. Companies conduct reviews for the project’s
benefit. All reaction to the issues discovered,
such as a project’s architectural changes, re-
planning, or even cancellation, is the project
team and management’s responsibility. The re-
view process focuses on providing feedback to
the project so that it can improve the way it
solves the problem. Accordingly, the project
must decide how to respond to the issues that
come up during the review. Furthermore, the
architects provide guidance to the review team
about aspects of the problem solution that
particularly concern them.

Effective architecture reviews aren’t diffi-
cult to implement with the right process.
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Three primary
organizations
are involved In
an architecture
review: the
project team,
the review
team, and the
architecture
review board.

Participants

Three primary organizations are involved
in an architecture review: the project team, re-
view team, and architecture review board.
Each organization has a variety of stakehold-
ers in the system that play different roles in the
review process.

The review client pays for the system develop-
ment or is the requested architecture review’s
sponsor. A review’s primary customers are the
project team members and management. There-
fore, the project team can ask the review team
to pay particular attention to specific architec-
tural concerns.!!

The project members who created, contributed
to, and will use the architecture constitute the
project team. They present the problem and
the proposed solution and will ultimately act
on the issues. One project team member is of-
ten selected to be the project contact to manage
the review logistics and provide all the required
artifacts to the review team.

The project management consists of all the
managers responsible for the project’s success.
Their responsibilities include nominating the
project for review, supporting the project team
through all phases of the review process, at-
tending the review read-out presentation and
the management briefing, and ensuring that an
action plan is prepared and followed. High-
level managers are generally involved most in
the follow-up part of the process when serious
issues are found.

The review team consists of subject matter
experts, assembled for the review on the basis
of their expertise, their independence from
the specific project, and their ability to con-
duct themselves appropriately in a poten-
tially difficult interpersonal situation. One or
more members of the architecture review
board (explained later) select reviewers from
a companywide database that lists potential
reviewers’ area of expertise, their domain
knowledge, and the number of reviews
they’ve participated in over the past year. Ex-
ternal subject matter experts occasionally
supplement the review team. The review team
prepares for the review by studying the prob-
lem statement and architecture specification,
listens to the project team’s presentation, asks
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questions, and identifies possible problems
with the architecture.

The architecture review board is a standing
board that oversees the review process and its
effect on the organization. The ARB consists
of respected members of the organization who
have managerial experience and have demon-
strated an ability to effectively address diffi-
cult technical and organizational issues. It
helps determine whether a project would ben-
efit from a review, selects a review “angel”
(explained later), follows up, and changes the
review process where necessary to maintain its
value and currency. The ARB is also responsi-
ble for improving the quality of the organiza-
tion’s architectures, maintaining a review re-
sults archive, and identifying opportunities for
cross-organizational improvements.

Without such a board or similar organiza-
tion—whether formally or informally consti-
tuted—architecture reviews become uneven in
quality, and the knowledge of how to conduct
them can disappear. In other words, the ARB
is the keeper of architecture reviews’ practice
and tradition.

The review angel is chosen by the ARB from
among its members with managerial experi-
ence. The angel works with the project team
to address any organizational or political is-
sues that arise.

The ARB chair must be a strong architecture re-
view process advocate and a highly respected
upper-level manager. The chair is responsible
for ensuring that the reviews remain effective
and securing continuing support for them.

Implementation

Our process is simple to implement in com-
panies with experienced architects and domain
experts. We select reviewers from the com-
pany’s architect pool and teach them the review
process. We focus their technical expertise and
domain knowledge where they’re needed and
occasionally supplement the internal review
team with external subject matter experts.

Table 1 shows the differences in the archi-
tecture review processes across our compa-
nies. For example, Lucent uses a formal ARB
comprising a cross-organizational team that
actively supports and encourages using archi-
tecture reviews. We could view the ARB as the



AT&T
Core team

Process
Architecture review board

Avaya Lucent

Core team

Active, cross-organizational team

Millennium Services

Core team

Review team Core team augmented with

a virtual team from internal

Core team members
augmented with internal

Internal and external subject
matter experts with an

Core team augmented
with external subject

and external subject matter and external subject architecture review board matter experts
experts matter experts member
Project nomination Self-nominating Self-nominating Self-nominating Self-nominating
Review preparation time ~ 4-6 weeks 2-4 weeks 4-5 weeks 2-4 weeks

Face-to-face reviews
supplemented by confidential

Reviews

Various, ranging from Face-to-face reviews

conference calls to face-

Face-to-face reviews

interviews to-face reviews
supplemented by interviews
Typical duration 3-5 days 1-5 days 2-3 days 3-5 days
Follow-up required Depends on customer needs  Recommended but depends  Only for management alerts and  Follow-up action plan
and by client request on client critical issues generated with project team

keeper and sustaining advocate for Lucent’s
standard architecture review process inside the
company. In the other companies, a team in a
particular organizational unit, often called a
core team, plays a similar role, often as part of
a larger mission such as process improvement.

Many projects have more than one review.
Typically, once the team adequately defines
the problem, it holds a brief initial review.
Longer, more detailed reviews focusing on the
proposed solution come later. A review might
look at a development project that produces a
product or service, an outside vendor, a third-
party product, or a project intended to pro-
duce reusable assets and platforms.

The review process always follows the same
four phases, although their implementation
may vary.

Phase 1. Screening. The project indicates its
interest in having a review by filing a Project
Profile Form. The project staff and ARB re-
view this profile to determine whether a re-
view would benefit the project. If they recom-
mend a review, the ARB selects a review angel
to oversee the project’s review process.

Phase 2. Preparation. The ARB or core team
selects a review team, including a review
leader, and works with the project to determine
the number of reviews and the initial review’s
date and agenda. The staff, project team, re-
view leader, and review angel verify that the

project has an adequately clear problem state-
ment and appropriate documentation.

Phase 3. Review meeting. Review meetings
vary in length—a review could be as short as
half a day (a straightforward project’s initial
review) or as long as a week (a very complex,
groundbreaking project’s final review). During
the review, the project team presents its prob-
lem statement and outlines how the proposed
architecture solves it. The reviewers ask ques-
tions and record issues they believe could make
the project an incomplete or inadequate solu-
tion to the problem. The reviewers’ domain
knowledge and a standard review checklist
guide the questions, which are often aug-
mented for the particular review (see Figure 1).
At the end of the review meeting, the review
team meets privately to organize and synthesize
the important issues they identified into affinity
groups. They determine the issues’ severity,
sorting them into the following categories:

B A management alert could cause the proj-
ect to fail if it isn’t addressed immediately.

B A critical issue might not cause the project
to fail but should be a candidate for a
follow-up review because the architecture
will require rework. The solution is usu-
ally complex and not obvious.

B A major issue could potentially cause ma-
jor customer dissatisfaction or significant
rework.

March/April 2005

IEEE SOFTWARE

37



Figure 1. Excerpts from
the architecture review
checklist.

Problem Statement

1.

1.

What is the problem you are trying to solve? What are the top value-added features/services
for the product? Who are the target customers? What is the market-window for the product?
What are the functional requirements for the product? Have the key functional require-
ments been summarized in a clear, concise priority order? Have the requirements been re-
viewed with customers?

What are the environments that the system/product will operate in? What are the con-
straints on the system? What are the major external interfaces?

Error Recovery

What is the error rate expected in parsing data input from other systems and data feeds? Is
manual handling required to correct such errors?

. Is there an error recovery code to clean up situations when an error is detected? How do

you know that the error recovery code is invoked? Are there external processes that can be
used to perform error cleanup?

. If the customer has requested fault tolerance, what are the customer’s expectations? Will

your system provide both hardware and software fault tolerance? What techniques are you

using to ensure software fault tolerance?

Is a sparing strategy employed for processors, other hardware components, and/or network
components to reduce effects of hardware errors? If so, how long does it take to recover the
system?

Can diagnostics be run online while the system is running? Is there a consistent error log to

capture information from diagnostics?

Performance
tics of these performance requirements?

the implication of this on performance?

ing processing and/or data?

6. What is the back-out strategy if errors occur during installation?

1. Are the application requirements for performance written down? What are the characteris-
2. Are there processes in the system through which the application is single-threaded? What is

3. How much headroom has been built into the system?
4. What performance characteristics of database management are required?
5. If your system runs as a distributed architecture, what criteria have been used for distribut-

6. How much memory is needed for buffers, program space, and operating system functions?
What is the maximum load that can be run under this memory allocation?
7. Is there sufficient bandwidth in the I/O subsystems to meet the application requirements?

B A minor issue probably won’t affect over-
all project success but the project team
still should investigate it.

The review team then delivers a read-out pres-
entation to the project team and its manage-
ment, summarizing significant issues and the
project’s condition.

Phase 4. Follow-up. The review team delivers
a report with the review’s findings to the proj-
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ect team within 15 days of the review. Figure
2 shows an example output from a review. If
management alerts exist, the review angel,
staff, and ARB chair prepare a management
alert letter for the managers responsible for
the project’s success. The project team and
management must respond within two weeks.
The review angel can opt to hold a manage-
ment briefing to give feedback on the project’s
strengths and action plans to resolve issues the
review raised.!?



3.2

3.3

Introduction

An architecture review was conducted of the XYZ project on 5/1/2004. This report sum-
marizes the finding of that review.

Summary

There are serious deficiencies in the current architecture separate and apart from short-
term systems failures and performance problems. Unless critical improvements to the Us-
age Handling subsystem and Service Delivery subsystem are implemented, anticipated vol-
umes and business needs are problematic. In addition, to meet the anticipated workload,
the system will have to be migrated to new hardware. As of our review meeting, we did
not see a definite schedule for this activity.

There are three management alerts resulting from this review: Structural deficiencies in the
current architecture, performance deficiencies, and lack of adequate error-handling designs.

Performance Issues

Failure to provide performance engineering (management alert)

There was no evidence of proactive performance engineering in the XYZ development
process. The approach used is the classic “measure and tune” strategy that may work for
a small-scale, low-volume application but is inadequate for the validation of large-scale
production software. There does exist a substantial amount of benchmark and production
data, but the model that enables that data to influence future development decisions is
missing. The result is that there is no systematic way of evaluating design options, a situa-
tion that obviously could lead to the choice of less-than-optimal development directions.

System resources to support workload have not been quantified (critical)

XYZ described several improvements to the Service Delivery subsystem including elimina-
tion of full table scans and polling that are projected to deliver 3x and 2x increases, re-
spectively, in subsystem throughput. Since XYZ was unable to quantify what the current
subsystem architecture can deliver, it is unknown whether these improvements will be suf-
ficient to meet customers’ projected load.

Scalability (major)

Supporting an order entry volume of 5,000 orders per day will require an estimated 1,000
active agents in the busy hours by September. XYZ did not envision problems in support-
ing this number of agents but did not present proof that it could, in fact, be supported.

Operations, Administration, and Maintenance

Database purging and archiving not systematically addressed (major)

Given that the database is expected to grow to 1.7TB, it is critical that the database be
kept to the minimal size required by purging and archiving unneeded data. Failure to do
so will increase operational expenses and have a negative impact on both online and batch
performance. The ability to perform these functions must be included in the basic architec-
ture. Planning for this is a major effort.

Error Recovery

Choke points and single points of failure (critical)

The current design in which all components of the application exist on a single server pres-
ents multiple problems. First, a failure of that server results in an outage for all components
of the application. Second, a performance issue (e.g. — runaway task, daemon hang, etc.) in
one component has the potential of impacting the performance of all components. Third,
scalability of the overall application may be constrained by the scalability of any given
component as well as the capacity of the server on which the application is placed.

Figure 2. Excerpts from
an architecture review
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Between 1989
and 2000, our
architecture
reviews found
more than
1,000 Issues.

Artifacts

The review team relies on both documents
and interaction with architects to understand
and review the architecture. To ensure compli-
ance with the architecture review process, the
team uses several supporting documents.

Architecture review checklist. The checklist
contains questions that the architects should
consider in preparing for the review and that
the reviewers consider during the review. The
questions are a guide that often leads to fur-
ther architecture exploration. The architects
can augment the checklist for a particular re-
view to help focus the reviewers’ attention on
key architecture areas. The checklist evolves
over time according to the most serious and
prevalent issues the reviews uncover. One
might think of the checklist as an accumulated
institutional knowledge repository about is-
sues that arise in creating architectures. Figure
1 shows an excerpt from an architecture re-
view checklist.

Input to the review. The project team assem-
bles a set of artifacts and delivers it to the re-
view team before the review. In addition to the
problem statement, it comprises system re-
quirements, functional requirements, an archi-
tectural specification, and other informational
documents.

B System requirements define the behavior
that the system must meet. They include
such items as reliability and availability
requirements, capacity and performance
requirements, and operational and main-
tenance requirements.

m Functional requirements defines the fea-
tures that the system must support. These
are often too voluminous for the review
team to study in depth. For most reviews,
the project team provides the review team
with a sample of the functional require-
ments, including a table of all the features
and their key system attributes, sample re-
ports and screens, sizing assumptions, and
a sample of the interfaces to other systems
and hardware.

B An architecture specification specifies how
the system will meet the system require-
ments and what its structures are.

m Informational documents are project arti-
facts that would help the reviewers better
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understand the system’s function. These
include a product overview, a project plan,
and organizational charts defining the
project team’s structure.'>13

Output from the review. An architecture review
has three primary outputs: a set of issues (of-
ten in the form of snow cards), a review re-
port, and an optional management alert letter.
When the review team puts the issues into a
priority-ordered list as described earlier, they
make recommendations to support the project
team in developing an action plan. They also
list architecture and project strengths. The
ARB report (see Figure 2) is a written report
that presents the review findings and is deliv-
ered to the project team.

Between 1989 and 2000, our architecture
reviews found more than 1,000 issues. We or-
ganized them into six categories:

m Problem definition. The problem isn’t com-
pletely or clearly defined.

® Product architecture and design. The pro-
posed solution doesn’t adequately solve
the problem.

B Technology. The languages, tools, and com-
ponents being used to build the system are
inadequate.

B Domain knowledge. The team doesn’t have
adequate knowledge or experience to solve
the problem.

B Process. The process for stating the prob-
lem and creating the solution isn’t system-
atic, complete, or designed to make devel-
opment manageable.

B Management controls. The necessary man-
agement monitoring capabilities, staffing,
controls, and decision-making mechanisms
are inadequate.

Table 2 shows what proportion of issues be-
longs to each category. Proportions are shown
as a range, indicating how they’ve varied over
time. For example, problem definitions consti-
tuted as little as 10 percent and as much as 18
percent of review issues in different years.

Between 12 and 15 percent of the findings
were management alerts, with about another
25 percent classified as critical. Over the years,
we’ve reduced the incidence of problem defini-



tion issues as a direct result of early architec-
ture review findings. We’ve put processes in
place to develop and document effective prob-

lem definitions. On the other hand, manage-  Category Percent of issues
ment controls issues have increased recently as Problem definition 10-18%
market requirements change with increasing  Product architecture and design 29-49%
rapidity and companies reduce staffing. Technology 3-14%
Product architecture and design issues are  Domain knowledge 2-5%
often the most expensive problems to fix be-  Process 4-19%
cause they generally impact many components Management controls 14-26%

and much code. The design issues we find most
often are in performance engineering, error
handling and recovery, reliability and availabil-
ity, operations administration and mainte-
nance, and system evolvability. Figure 2 is a
sample of issues excerpted (after suitable sani-
tization) from an architecture review report.

Lessons learned

When starting an architecture review
process in your company, select both projects
that are in relatively good shape and those
that are problematic. The architecture review
process, like any other new process, needs to
gain acceptance and be viewed as a helpful
mechanism rather than a management
“stick.” It’s therefore vital that the reviews
provide objective findings. Place the primary
focus on helping projects succeed.

Establishing a review board with executive
support helps others accept the process. Select
board members from across the organization
and encourage them to solicit projects for re-
view from their organizational entity. Have
the board monitor the reviews’ effectiveness
and make necessary improvements. The board
should also monitor trends that appear across
reviews and fix systemic issues (for example,
by establishing a training program or investing
in a commercially available training program).

Commit to keeping the review results con-
fidential to the project, its management, and
the board unless stakeholders are willing to
distribute them more widely. Establish a re-
viewer database that contains reviewers’
names, organization, and technical expertise.
Use board members to recruit available re-
viewers. Conduct some early test reviews
where you can tune the process to work best
for your company and business environment.
Alternatively, hire a credible external review
company to conduct some early reviews and
then establish your own process.

A few don’ts
Here are additional practical tips for setting
up an architecture review process:

m Don’t sacrifice the reviews’ integrity for
political expediency; don’t change the re-
view team’s results because a high-level
manager doesn’t like them.

® Don’t punish the managers of projects
whose reviews reveal significant problems;
instead, educate them.

m Don’t apply different criteria to different
projects or people.

m Don’t forbid the review team to ask any
questions.

m Don’t constrain the process too strictly;
keep it flexible. Make sure you address
what’s useful to your clients and customers.

Benefits

Although an architecture review’s primary
purpose is to improve the products reviewed,
numerous beneficial side effects exist for the
organizations that conduct them:

Cross-organizational learning is enhanced. By
reinforcing a project’s successes and strengths,
engineers and architects can transfer lessons
learned and practices that they found to be the
best to subsequent projects they undertake. As
a result, the organization’s output quality will
improve. The review process also enables
them—albeit informally—to identify and share
corporate assets and reusable components.

Architecture reviews get management attention
without personal retribution. Because independ-
ent experts conduct reviews and the organiza-
tion’s management sanctions them, they’re a
safe way to make a project’s most serious issues
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known to the right management levels. Project
members often provide information and mes-
sages to the review team that they haven’t felt
comfortable taking to their line management.

Information sharing becomes possible. The ar-
chitecture reviews provide an opportunity for
the key project team members, including the
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business leaders, to hear a presentation on the
architecture and reasons for key decisions. Be-
cause all project team members receive the re-
view team read-out at once, it provides an ex-
cellent learning opportunity for the entire team.

Architecture reviews assist organizational
change. Architecture reviews provide an inter-
vention opportunity to an organizational-
change effort. By observing both what projects
are doing and how they’re doing it, interac-
tions among the various process participants
can introduce change into individual projects
and the larger organization.

Greater opportunities exist to find different de-
fects in integration and system tests. When
you find product design defects in architecture
reviews, you can use integration and system
testing to perform other testing functions (such
as integrating several products into a service).

rchitecture reviews have proven to be
an invaluable part of our companies’
quality improvement process by find-
ing complex and expensive system problems
early in the development life cycle.

Companywide quality improvement and train-
ing programs, such as architecture workshops
and performance engineering courses, have re-
sulted from the major issues the architecture re-
views found. We’ve defined, refined, and institu-
tionalized problem definition processes to make
sure projects could concisely document the busi-
ness problems they needed to solve. In addition,
the architecture review process has helped train
people to become better architects and helped
establish a consistent view across our companies
both of what architecture is and what good ar-
chitecture’s characteristics are.

Over the years, we’ve refined and improved
our architecture review process as we better
understood how to staff reviews, generate
valuable architecture checklists, and create ef-
fective architecture specification content. Just
the process of preparing for an architecture re-
view became a forcing function to improve
our architecture creation process. The review
process became a standard practice in our
companies and is still evolving today. Most
projects in our companies now wouldn’t con-
sider developing a complex software system
without conducting an architecture review. &
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