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Association rule mining is an active data mining research area. However, most
ARM algorithms cater to a centralized environment. In contrast to previous ARM
algorithms, ODAM is a distributed algorithm for geographically distributed data
sets that reduces communication costs.

Modern organizations are geographically distributed. Typically, each site locally stores its ever-
increasing amount of day-to-day data. Using centralized data mining to discover useful patterns in such
organizations' data isn't always feasible because merging data sets from different sites into a centralized
site incurs huge network communication costs. Data from these organizations are not only distributed
over various locations but also vertically fragmented, making it difficult if not impossible to combine
them in a central location. Distributed data mining has thus emerged as an active subarea of data
mining research.



A significant area of data mining research is association rule mining. Unfortunately, most ARM
algorithms -9 focus on a sequential or centralized environment where no external communication is
required. Distributed ARM algorithms, on the other hand, aim to generate rules from different data sets
spread over various geographical sites; hence, they require external communications throughout the
entire process. DARM algorithms must reduce communication costs so that generating global
association rules costs less than combining the participating sites' data sets into a centralized site.
However, most DARM algorithms don't have an efficient message optimization technique, so they
exchange numerous messages during the mining process.

We have developed a distributed algorithm, called Optimized Distributed Association Mining, for
geographically distributed data sets. ODAM generates support counts of candidate itemsets quicker
than other DARM algorithms and reduces the size of average transactions, data sets, and message
exchanges.

ASSOCIATION RULE MINING ALGORITHMS

Many parallel or distributed ARM algorithms exist in the data mining literature.2:10.11 However, most
were designed for shared memory parallel environments. Based on the nature and implementation of
each algorithm, we can divide the existing algorithms into two groups: parallel ARM and DARM.

Parallel

We can categorize parallel ARM algorithms as data-parallelism or task-parallelism algorithms. In the
former, the algorithms partition the data sets among different nodes; in the latter, each site performs the
task independently but must access the entire data set.!2

The Count Distribution (CD) algorithm is a simple data-parallelism algorithm.2 It uses the sequential
Apriori algorithm in a parallel environment and assumes data sets are horizontally partitioned among
different sites. The CD algorithm's main advantage is that it doesn't exchange data tuples between
processors—it only exchanges the counts. In the first scan, each processor generates its local candidate
itemset depending on the items present in its local partition. The algorithm obtains global counts by
exchanging local counts with all other processors. The algorithm's communication overhead is O (|C]| -
n) at each phase, where |C| and » are the size of candidate itemsets and number of data sets,
respectively.

Data Distribution is a task-parallelism-based algorithm that partitions the candidate itemsets among the
processors.2 Each processor is responsible for computing the counts of its locally stored subset of the

candidate itemsets for all the transactions in the database. Each processor must scan the portions of the
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transactions assigned to other processors as well as its locally stored portion of the transactions. It thus
suffers from high communication overhead and performs poorly when compared with CD.

Candidate Distribution partitions the candidates during iterations, so that each processor can generate

disjoint candidates independently.? At the same time, it selectively replicates the database so that a
processor can generate global counts independently. Candidate Distribution performs worse than CD.

The Common Candidate Partitioned Database uses a data-parallel approach in a shared-memory

architecture.” The algorithm partitions the database logically into equal-sized chunks. Each processor
generates a disjoint candidate subset, leading to good computational division.

The PEAR algorithm!3 is based on the sequential SEAR algorithm. The SEAR algorithm works exactly
like the Apriori algorithm but uses a prefix tree rather that a hash tree, improving its performance.

Masaru Kitsuregawa and his colleagues have presented four algorithms known as Non Partitioned
Apriori, Simply Partitioned Apriori, Hash Partitioned Apriori, and Hash Partitioned Apriori with
Extremely Large Itemset Duplication.!4 NPA copies the candidate itemsets into all processors, so each
processor can work independently. The coordinator processor then gathers the final statistics and
examines the support counts. The SPA candidate itemsets are partitioned among different processors,
and each processor broadcasts its local transaction to all processors. HPA is similar to SPA except that
it reduces the broadcasting cost by using hash functions such as hash join. The HPA-ELD algorithm
uses memory more efficiently when candidate itemsets are smaller than the available system memory.

Distributed

DARM discovers rules from various geographically distributed data sets. However, the network
connection between those data sets isn't as fast as in a parallel environment, so distributed mining
usually aims to minimize communication costs.

Researchers proposed the Fast Distributed Mining algorithm to mine rules from distributed data sets

partitioned among different sites.3-19 In each site, FDM finds the local support counts and prunes all
infrequent local support counts. After completing local pruning, each site broadcasts messages
containing all the remaining candidate sets to all other sites to request their support counts. It then
decides whether large itemsets are globally frequent and generates the candidate itemsets from those
globally frequent itemsets.

FDM's main advantage over CD is that it reduces the communication overhead to O (|Cp| *n), where
|Cp| and n are potentially large candidate itemsets and the number of sites, respectively. FDM generates

fewer candidate itemsets compared to CD, when the number of disjoint candidate itemsets among
various sites is large. However, we can only achieve this when different sites have nonhomogeneous
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data sets. FDM's message optimization techniques require some functions to determine the polling site,
which could cause extra computational cost when each site has numerous local frequent itemsets.
Furthermore, each polling site must send a request to remote sites other than the originator site to find
an itemset's global support counts, increasing message size when numerous remote sites exist.

Recently, Assaf Schuster and his colleagues proposed the Distributed Decision Miner, !4 which reduces
communication overhead to O (Pr . * |C| * n), where Pr,,,, is the probability of a candidate

itemset that has support greater than the support threshold. It generates only those rules that have
confidence above the threshold level without generating a rule's exact confidence, therefore considering
all rules above the confidence threshold as being the same. However, ARM is an iterative process, and
it's hard for an algorithm to guess a priori how many rules might satisfy a given level of support or
confidence.!5 Furthermore, the final rule model this approach generates won't be identical at different
sites because it generates rules using an itemset's partial support count.

DESIGN RATIONALE

Unlike other algorithms, ODAM offers better performance by minimizing candidate itemset generation
costs. It achieves this by focusing on two major DARM issues—communication and synchronization.
Communication is one of the most important DARM objectives. DARM algorithms will perform better
if we can reduce communication (for example, message exchange size) costs. Synchronization forces
each participating site to wait a certain period until globally frequent itemset generation completes.
Each site will wait longer if computing support counts takes more time. Hence, we reduce the
computation time of candidate itemsets' support counts.

To reduce communication costs, we highlight several message optimization techniques.2-3-11 Based on
our discussion of ARM algorithms and on the message exchange method, we can divide the message
optimization techniques into two methods—direct and indirect support counts exchange. Each method
has different aims, expectations, advantages, and disadvantages. For example, the first method
exchanges each candidate itemset's support count to generate globally frequent itemsets of that pass
(CD and FDM are examples of this approach). All sites share a common globally frequent itemset with
identical support counts, so rules that are generated at different participating sites have identical
confidence. This approach focuses on a rule's exactness and correctness.

The second method intends to discover association rules that have confidence above the threshold level
(the Distributed Decision Miner algorithm is an example). It aims to reduce communication costs, so it
doesn't consider an itemset's exact global support.!! However, the correctness of DARM algorithms
depends on each itemset's global support, without which we can't find a rule's exact confidence. So, if
rules are generated using a partial support of itemsets, discrepancies will arise in the resultant rule set.

IEEE Distributed Systems Online March 2004



To maintain an association rule's correctness and compactness, ODAM sticks with the first approach.
However, our technique significantly reduces the overall message exchange costs. How does it do this?

Most parallel and distributed ARM algorithms are based on sequential Apriori, because of its success in
sequential setting.!2 Hence, directly adapting an Apriori algorithm won't significantly improve
performance over frequent itemsets generation or overall DARM performance. To perform better than
Apriori algorithms, we must focus on their problems.

The performance of Apriori ARM algorithms degrades for various reasons. It requires » number of
database scans to generate a frequent n-itemset. Furthermore, it doesn't recognize transactions in the
data set with identical itemsets if that data set is not loaded into the main memory. Therefore, it
unnecessarily occupies resources for repeatedly generating itemsets from such identical transactions.
For example, if a data set has 10 identical transactions, the Apriori algorithm not only enumerates the
same candidate itemsets 10 times but also updates the support counts for those candidate itemsets 10
times for each iteration. Moreover, directly loading a raw data set into the main memory won't find a
significant number of identical transactions because each transaction of a raw data set contains both
frequent and infrequent items.

To overcome these problems, we don't generate candidate support counts from the raw data set after the
first pass. This is because itemsets that are infrequent in the first pass cannot generate frequent itemsets
in a subsequent pass. To efficiently generate candidate support counts of later passes, ODAM
eliminates all infrequent items after the first pass and places those new transactions into the main
memory. This technique not only reduces the average transaction length but also reduces the data set
size significantly, so we can accumulate more transactions in the main memory. The number of items
in the data set might be large, but only a few will satisfy the support threshold.!5> Moreover, the number
of infrequent itemsets increases proportionally for higher support thresholds.

Nevertheless, when we remove infrequent 1-itemsets from each transaction, the chances of finding
similar transactions increases. Consider the sample data set in Figure 1a. If we load the data set into the
main memory, then we only find one identical transaction (ABCD), as Figure 1b shows. However, if
we load the data set into the main memory after eliminating infrequent items from every transaction
(that is, items that don't have 50 percent of support and thus don't occur once in every second
transaction—in this case, itemset E), we find more identical transactions (see Figure 1c). This
technique not only reduces average transaction size but also finds more identical transactions.
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Figure 1. A (a) data set with (b) identical transactions and (c) transactions after pruning infrequent
items.

One performance improvement FDM seeks is to generate fewer candidate itemsets. So, any distributed
algorithms based on Apriori can easily achieve these performance improvements by incorporating these
techniques. For example, consider three sites. After the first iteration, the global frequent 1-itemset ' ;
1s{A4,B,C,D,E, F, G}. A, B, and C are locally large and heavy at site S;, B, C, and D are locally large
and heavy at site S,, and E, F, and G are locally large and heavy at site S3. Subsequently, in the second
pass, FDM generates candidate itemsets from those frequent 1-itemsets that are globally and locally
frequent at each site. Site support counts of candidate itemsets at site S| are {4B, AC, BC}; S, 1s {BC,
BD, CD}; and S3 1s {EF, EG, FG}. Therefore, we reduce the total number of candidate itemset
generation. In fact, this technique reduces significantly the number of candidate itemsets when numbers

of disjoint itemsets among different sites are high. Consequently, we adopted this technique for our
ODAM algorithm.
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THE ODAM ALGORITHM

We assume each ODAM site has the same tasks as sequential association mining, except it broadcasts
support counts of candidate itemsets after every pass.

Figure 2 shows ODAM's pseudocode. ODAM first computes support counts of 1-itemsets from each
site in the same manner as it does for the sequential Apriori. It then broadcasts those itemsets to other
sites and discovers the global frequent 1-itemsets. Subsequently, each site generates candidate 2-
itemsets and computes their support counts. At the same time, ODAM also eliminates all globally
infrequent 1-itemsets from every transaction and inserts the new transaction (that is, a transaction
without infrequent 1-itemset) into memory. While inserting the new transaction, it checks whether that
transaction is already in the memory. If it is, ODAM increases that transaction's counter by one.
Otherwise, it inserts the transaction with a count equal to one into the main memory. After generating
support counts of candidate 2-itemsets at each site, ODAM generates the globally frequent 2-itemsets.
It then iterates through the main memory (transactions without infrequent 1-itemsets) and generates the
support counts of candidate itemsets of respective length. Next, it generates the globally frequent
itemsets of that respective length by broadcasting the support counts of candidate itemsets after every
pass.
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Figure 2. Pseudocode for the Optimized Distributed Association Mining algorithm.

Because ODAM eliminates all globally infrequent 1-itemsets from every transaction and inserts them
into the main memory, it reduces the transaction size (the number of items) and finds more identical
transactions. This is because the data set initially contains both frequent and infrequent items.
However, total transactions could exceed the main memory limit.
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To deal with this problem, we propose a technique that fragments the data set into different horizontal
partitions. Then, from each partition, ODAM removes infrequent items and inserts each transaction into
the main memory. While inserting the transactions, it checks whether they are already in memory. If
yes, it increases that transaction's counter by one. Otherwise, it inserts that transaction into the main
memory with a count equal to one. Finally, it writes all main-memory entries for this partition into a
temp file. This process continues for all other partitions. During the writing, a tag is placed in front of
every transaction to specify how many times that transaction exists in a partition. After eliminating
infrequent items from each partition, ODAM iterates through the new data set (that is, the temp file)
and generates the globally frequent itemsets of various lengths.

Message exchange optimization

In the CD algorithm, each local site generates support counts and broadcasts them to all other sites to

let each site calculate globally frequent itemsets for that pass.3:12 So, the total number of messages
broadcast from each site equals (n - 1 * |C|). We can calculate the total message size using

T
Tinessages = Z (n—1)*C,
t—1

where 7 1s the total number of sites and C is number of candidate itemsets.

In contrast with CD, ODAM sends support counts of candidate itemsets to a single site, which
calculates the globally frequent itemsets for that pass. We refer to the sites that send local support
counts as the sender and the site that generates the globally frequent itemsets is the receiver . For
example, with three sites, two broadcast their local support counts of candidate itemsets to the third
site. The third site is responsible for generating that iteration's globally frequent itemsets. The total
number of messages broadcast from a sender site to a receiver site equals (1 * |C]).

Once the receiver site generates globally frequent itemsets, it broadcasts them to all sender sites. The
total number of messages broadcast from the receiver is (n - 1 * |[F5|). We can calculate the total

message broadcasting size (the aggregate of sender and receiver sites messages) using

T messages = (n—1)*C + (n — 1)FG,
where 7 is the number of sites, C is the candidate itemsets, and F, is the globally frequent itemsets.
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Example 1. Consider three sites Sy, S,, and S5. After the first iteration, suppose the set of large 1-

itemsets is {4, B, C}. In the next iteration, each site has candidate itemsets equal to {AB, AC, and BC}.
If we consider sites S and S, as senders and site S5 as the receiver, then after the second iteration, the

support counts of Sjis {4B, AC and BC} and S,is {4B, AC and BC}. These will be sent to the receiver
site S5, which will generate this iteration's globally frequent itemset. If this iteration's globally frequent
itemsets are equal to {4B and BC}, site S3 will then broadcast them to all sender sites. If we calculate

the total message size, we find that the ODAM algorithm only broadcasts 10 messages whereas CD
broadcasts 18 messages.

Some might argue that this optimization could cause a bottleneck in the receiver site when we increase
the total number of participating sites. We argue that the receiver site receives the same number of
candidate itemsets from all sender sites that a particular site would receive in the CD algorithm. For
example, for four sites, each with four candidate itemsets, each site in the CD algorithm will send its
own four candidate itemsets to other sites and will receive 12 candidate itemsets (3 x 4 = 12) from
other sites. Our proposed technique's receiver site will receive the same number of candidate itemsets
(3 x4 =12) from all sender sites and will broadcast a maximum of four globally frequent itemsets to
sender sites. Furthermore, in most situations (that is, when globally frequent itemsets are less than the
candidate itemsets), the receiver site sends fewer frequent itemsets to the sender sites.

The total number of candidate itemsets becomes large when the number of globally frequent itemsets is
large in the previous pass. For example, if there are 500 global frequent 1-itemsets, the total number of
candidate itemsets will be 124,750. However, all of those candidate itemsets are not globally frequent.
Based on this rationale, we can further reduce the message exchange size if each sender sites sends
only its local frequent itemsets instead of the whole candidate itemsets to the receiver site.

Sending only the local frequent itemsets from all sender sites doesn't always let the receiver site
generate globally frequent itemsets for that pass because each sender site's local frequent itemsets are
not identical. So, to find the globally frequent itemsets, the receiver sites further requests to sender sites
and receives their infrequent support counts. Hence, we calculate the total message size using

FT=FLlLJFLzUFL].........UFMT
FD=FTHFL1+FTHFL2+FLTHFL]-|-.+.”.“.-|-FTI""]FLIT

n—1
Tmessngea‘:zFL+(ﬂ_1]+FG+2*|Fﬂ|1
1

where F'7is the union of all local frequent itemsets, F'f, is the total number of disjoint local frequent
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itemsets, F; 1s the local frequent itemsets, and F; is the globally frequent itemsets.

However, F'pis not scalable with respect to the total number of sites. This is because the receiver site
sends and receives many requests if /', is large. To overcome this shortcoming, we propose a method
that calculates the probability of each itemset of /. Because the receiver site has the support counts of

local frequent itemsets of all sender sites for that pass and the previous pass, it uses a probability
function (P) that lets it determine the probability of a particular itemset of /. Based on that

probability, it sends requests to other sender sites. To illustrate more precisely, consider the next
example.

Example 2. Again, consider three sites Sy , S, , and S5 . Each site assigns a data set such as D, D,, and
D5, and each data set has 100, 150, and 250 transactions, respectively. We consider the global support

threshold is 10 percent—in other words, we are interested in only those itemsets that have globally
occurred 50 times. After the first iteration, suppose the set of global 1-itemsets = {4, B, C}.

In the next iteration, each site has candidate itemsets equal to {4B, AC, and BC}. If we consider site S,
and S, as senders and site Sy as the receiver, then after the second iteration, the frequent itemsets
support counts of Sjare {4B - 10 and BC - 16}, and S, is {AC - 16 and BC - 22}. These will be sent to
the receiver site S5 , which calculates this iteration's the global frequent itemset. The receiver site has a
frequent itemsets support count of Ssequals {4B - 24, AC - 23, and BC - 10}.

Because support of itemset 4B is not frequent at site S, and AC is not frequent at site S, site S5 only
has partial support counts of itemsets AB and AC. S5 requires the global support count of itemsets 4B
and AC to determine whether those itemsets are globally frequent. So, it sends a request to site S, for
the local support count of 4B and S for local support count 4C. However, when the receiver site uses

the probability function to determine whether the probability of those itemsets is high or low, it doesn't
send these requests immediately. The receiver site calculates the probabilities of 4B and AC.

In this case, these probabilities are low because 4B and AC need to occur 16 and 11 times in site S,and
S| to obtain a high probability. However, if AB and AC occur that many times in each of those sites,

those itemsets become locally frequent and should be included in the local frequent itemsets. In this
case, Sy would receive the support counts of AB and AC from S, and S in the initial message

broadcast. So, the receiver site doesn't send any requests, and it discovers that the itemset BC is the
only global frequent itemset for that pass. So, when we calculate the total message size, the optimized
technique only broadcasts six messages whereas CD broadcasts 18 messages.
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Complexity analysis

Our proposed message optimization technique reduces the communication cost because it only requires
the local frequent itemsets to generate the globally frequent itemsets for that pass. Furthermore, it
measures the probability of each disjoint local frequent itemset /. So, it only broadcasts messages for
those local frequent itemsets that have higher probability and ultimately turn out to be globally frequent
1temsets.

The communication complexity of our proposed method is O (|Cpt P (Fp|*n), where Cp, is the
intersection of all local frequent itemsets, P (Fp) is the total number of disjoint local frequent itemsets
that have higher probability, and # is the total number of sites. |Cp+ P(Fp)| is scalable with n because,
in general, Cp never increases if we increase the total number of sites. Additionally, P(Fp) is a

probability function that remains constant or might increase linearly (that is, dependent on the data set)
if we increase the total number of sites.

In comparison, CD requires communication complexity, where C is the candidate itemsets for that pass
and 7 is the total number of sites. FDM requires O (|Cp|*n) communication complexity, where Cpis the

union of all local frequent itemsets and # is the number of sites. However, Cp increases as the number

of sites n increases, so each FDM polling site sends and receives more requests, making FDM not
scalable.

PERFORMANCE EVALUATION

We have extensively studied ODAM's performance to confirm its effectiveness. We implemented
ODAM using C++. We established a socket-based, client-server distributed environment to evaluate
ODAM's message reduction techniques. Each site has a receiving and a sending unit and assigns a
specific port to send and receive candidate support counts. Because the candidate itemsets that each site
generates will be based on the global frequent itemset for the previous pass, the candidate itemsets are
identical among various sites.

We chose two real data sets for this performance study. Table 1 shows the characteristics of each data
set, including the number of items, average transaction size, and number of transactions of each data
set. Both data sets are taken from the University of California, Irvine, Machine Learning Data Set
Repository.!3 Many ARM algorithms>7-16 use these data sets as a benchmark for performance study.
The Connect-4 data set is very dense and can produce many long frequent itemsets, even for high
support values.” In contrast, Cover Type is relatively sparse and uses low support thresholds to
generate frequent itemsets.
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Table 1. Data set characteristics

Average Mumber of Mumber of
Mame . . .
transaction size items records
Cover Type |55 120 581,012
Connect-4 43 130 67,557

We organize our performance evaluation experiments in two parts. First, we execute ODAM with CD
in a single site to compare how much time each algorithm takes to generate n length of frequent
itemsets. Then, we compare the total communication cost (that is, the number of messages exchanged
of ODAM, FDM, and CD) between different sites to generate the globally frequent itemsets.

Frequent itemsets generation

To show how ODAM can efficiently generate support counts, we conduct an experiment in a single site
with different support, comparing total execution time between ODAM and CD. Because the total
number of sites is equal to one, CD will perform the same as the sequential Apriori algorithm. FDM is
also based on sequential Apriori and will work exactly the same as CD when the number of sites equals
one.

Figure 3 shows ODAM and CD's total execution time for generating the frequent itemsets of various
lengths using the UCI data sets. Both algorithms require more time when generating longer candidate
itemsets. Generating support counts of candidate itemsets for each iteration takes approximately three
times longer than it takes for the previous iteration. This is identical for both algorithms. However,
ODAM removes a significant number of infrequent 1-itemsets from every transaction after the first
pass, so it finds a significant number of identical transactions. As Figure 3 shows, ODAM outperforms
CD 1n all cases. After eliminating infrequent items, ODAM doesn't enumerate candidate itemsets
multiple times for any identical transaction. Furthermore, it requires a minimal number of comparison
and update operations to generate support because it doesn't require comparison and update operations
multiple times for similar transactions. In contrast, CD takes longer because each transaction contains
exactly 43 items, thus requiring numerous comparison and update operations to candidate itemsets'
generate support counts.
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Figure 3. ODAM versus the Count Distribution algorithm in a single node with (a) Connect-4 data with
70 percent support, (b) Connect-4 data with 80 percent support, (c) Cover Type data with 0.5 support,
and (d) Cover Type data with 1 percent support.

Message exchange

To compare the number of messages that ODAM, FDM, and CD exchange among various sites to
generate the globally frequent itemsets in a distributed environment, we partition the original data set
into five partitions. To reduce the dependency among different partitions, each one contains only 20
percent of the original data set's transactions. So, the number of identical transactions among different
partitions is very low. Figure 4 depicts the total size of messages (that is, number of bytes) that ODAM,
FDM, and CD transmit to generate the globally frequent itemsets with different support values.
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Figure 4. Total message size that ODAM, FDM, and CD transmit to generate the globally frequent
itemsets for (a) Connect-4 data and (b) Cover Type data.

As Figure 4 shows, ODAM exchanges less messages among different sites to generate globally
frequent itemsets. In all cases, ODAM reduces the communication cost by 60 to 80 percent compared
to CD. In each site, CD exchanges messages with all other sites after every pass, and consequently the
message exchange size increases when we increase the number of sites. ODAM reduces
communication cost by 25 to 40 percent compared with FDM because FDM sends each support count
to the polling site. After receiving a request, each polling site sends a polling request to all remote sites
other than the originator site. Upon receiving the polling request from all other sites, the polling site
computes whether that candidate itemset is globally frequent and broadcasts only globally frequent
itemsets to all other sites. Hence, it exchanges more messages because each polling site sends and
receives support counts from remote sites. It also needs to send global support counts to all
participating sites when a candidate itemset is heavy and subsequently increases the communication
cost. Furthermore, each polling site receives polling requests only from one site. Therefore, without
receiving the support counts of remote sites, we can't presume whether an itemset is heavy.

One of distributed message optimization's main goals is scalability. To show whether our proposed
message optimization techniques is scalable with respect to the number of sites, we conducted an
experiment in which we increased the total number of sites from 10 to 100 (see Figure 5).
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Figure 5. Scalability of ODAM versus CD and FDM (average transaction size = 43, C = 6, and
support = 85%).

Our proposed optimization technique's message exchange size increases linearly as we increase the
number of sites. It exchanges fewer messages than FDM, so ODAM is more scalable. Nevertheless, we
expected this because ODAM generates fewer messages than FDM, especially when the number of
participating sites was five, as in the previous experiment. On the other hand, CD broadcasts its
candidate support counts to all other sites and subsequently receives support counts of others,
broadcasting numerous messages when we increase number of sites.

CONCLUSION

ODAM provides an efficient method for generating association rules from different datasets,
distributed among various sites. In future work, we plan to investigate how to efficiently perform
DARM on different organizations in different domains. Because security and privacy is a common
1ssue for data mining application, we'll also investigate how to maintain DARM's privacy without
increasing overall communication costs.
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