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ecurity is a major focus of attention for

operators and users of the Internet and

its many applications. Among the thorny
problems still inadequately addressed is identity
authentication for purposes of associating a par-
ticular user with particular services and autho-
rizations. What we seek is a way to identify
users such that forging credentials is difficult
for adversaries, while providing strong authen-
tication of their chosen identifiers remains easy
and convenient for users.

Note that, here, I distinguish “identifier” from
“identity.” An identifier doesn’t necessarily need
to reveal personal information (such as name,
address, birth date, or phone number). Rather, it
need refer only to a unique symbolic string that
can be repeatedly and strongly validated with-
out compromising its associated credentials or
necessarily revealing a user’s personal identity.
What’s needed, in effect, is a way to confirm
that an online service has “seen” a user before
and can reliably identify him or her as the same
user (within the scope and strength of the iden-
tification and validation method used).

Any such scheme must be easy for users to
employ and for online services to validate. The
method must be sustainable in that its costs
are affordable and don’t impose such a bur-
den on users that they abandon it owing to
inconvenience.

In the online environment, we commonly use
identifiers to associate a user with a particular
service and privileges, so commonly accepted
methods should exist for achieving these goals
that are applicable across a range of applications
and services. We also want these methods to be
readily accessible to service providers and users.

A recent development within the US govern-
ment is its National Strategy for Trusted Iden-
tities in Cyberspace (NSTIC), which is intended
to improve significantly the strength of identity
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credentials while increasing protection of person-
ally identifiable information. The US government
is also applying this idea for its own purposes,
as you can see in the Federal Identity, Creden-
tial, and Access Management (FICAM) road-
map (see www.idmanagement.gov/documents/
FICAM_Roadmap_Implementation_Guidance.
pdf).

Among the desirable properties of an iden-
tity management system is that users be able to
hold more than one identity and that some or
even all of the associated identifiers need not be
strongly bound to personally identifiable infor-
mation. For some applications, knowing that a
party is known under the authenticated identi-
fier is more than enough.

Passwords have weaknesses that are by now
very well documented. Conventional passwords
are typically re-used until changed and might
be used to authenticate more than one identi-
fier (I use the term “authenticate” rather lightly
here). The NSTIC proposition offers much stron-
ger standards for authentication, including
cryptographically generated passwords that, even
if exposed, can’t be re-used (for some very long
time, if ever). These are sometimes imprecisely
called “one-time passwords.”

The NSTIC idea is grounded in several impor-
tant principles. The private sector should be able
to offer credentialing services that users can
employ for multiple applications. The ecosystem
supporting such credentialing should permit
competitive offerings while assuring minimum
levels of proof against forgery and strength of
trust.

The system of strongly authenticable identi-
fiers should also be interoperable so that users
can select among several providers through
which they can access a range of online applica-
tions. This system should also allow software
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to act on a particular user’s behalf,
generating on-demand authentica-
tion even without user intervention —
for example, by having the user
enable the authenticating system
for autonomous if local operation.
An active USB device, for instance,
might require that a user provide
an activation PIN or password, after
which it will continue to dispense
strong authenticators on demand
until disconnected from its USB
socket.

What’s important about the
NSTIC proposition isn’t that it’s gov-
ernment operated but rather that it
establishes security and compatibil-
ity standards so that private sector
offerings are interoperable and of
comparable strength.

The US National Institute of Stan-
dards and Technology’s involvement

to foster the development of stan-
dards for strong identifier authenti-
cation is facilitative in nature. This
isn’t a National Identity program. The
US government can, however, estab-
lish standards for its own use with
government employees and might
also require that contractors use
comparably strong and compatible
methods for strong identifier authen-
tication that can also help validate
personal identity, if necessary.

It appears possible to implement
systems compatible with a strategy
that would let a single device house
and authenticate more than one
identifier so as to avoid the need for
multiple devices. This would let users
employ distinct identifiers for differ-
ent services, not unlike the notion
of multiple credit cards to allow for
consumer choice of credit and debit
services.
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A sIread it, the program’s intent and
effect is to establish both a tech-
nical basis and sustainable ecosys-
tem for competing and interoperable
identifier authentication products and
services that achieve minimum secu-
rity levels. Such mechanisms can
strongly enable the healthy evolution
and expansion of online products and
services. To the extent that the stan-
dards are adopted broadly beyond US
borders, the effects are even more
important for the security of online
businesses and consumer Internet use
on an international basis. M
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